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±sm 2 wsmmwcom tlx, 
urn i mmmizsm* ^uv- FSAJrtsA 
■hxT-vrt, 

^wb-rs^iBf^bxr-xrt, io 

SUES 1^3^SKttLTSfi^l>SfiXT7Tk & 

*u 

ubss i aassnoffiak lt . 
flWRfcawwaawfcxf- 77k , 

- FSr^-tSffifS^WXT 77k , 

±ie^x7- v^sstisaxT 77k z t 

Zft® k 1 h a-x 7- KSMttrffi. 

©aga(c«LTm2j!aa^s* { T^-tx-ri»-t^ 
±E» i mm&fim&wQM.'miikis, i . 4* l*: 

«R<0ffi«nH8* JJE» 2 «mSS(C» LT 5S«T 
l&flx-f 7 7k. 30 

±ie« 2 Mssdojaji fc LT . 
fc. 

m i «iasst=« L-c^fi-rsiS2)MfiXT » 7 k *w 

L. 40 
JJESS 1 MSfifflkWIfc LT , 

•fl>3l2gflXT77fc, 

7- F^BSrlgifft&tm*?- 77k . 

isms i j«K^t««s*iTv^aft<oa»''«'7- 

K*>+*»fc . JbJaBm&ftCttft Lfc»<9S»^x 7- 

±ffiK 0 aj£fi*:©£J^X7- F k . ±EA*>«7- 
FkO.Bf££ff ol^f »ri £*t 3>Clk *1*ttfc 50 
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2 

[UMBO ] JJBJB 1 SflXr 77fcfc»tl>*S»Offi 
JBflHBtt. mxhh £ k imkkt&M%®2iZMn 

imm4] ±ie^2i*fi^r-yr(i, ±ieA^j$n 
[mm 5 ] «»«>s»/"tt7- F#fnts*ifc» i 

J!fflSiaC*f LTS& 2 WS&Sifir? & £ k <7)S 

Jje»2jft«§smi8*>wii: lt. 

*l»Aa>«7-FatfJS20>A^'tt'7-F«:A* 
•fSA^^T-yri:, 

JJBA*3*ifc» 1 <r>X^X r 7-YRX/m2^X^ 
X7-Ffc:*f L. iMfiffl/^7- HJ««MHHklB^ , W 
7— F £*TJS LTtejrr St&^Xr 7 7fc . 

# <W4 A'X7- FBf -SHLXr 7 7fc , 
Jjaira*ftfc»»fcHi/'« 7- F Srffik LT . ±iE 
BfSgflH8S:ll«^ftt*«Bl -§fc*f 7 7fc , 

-Ft. ±K«mfl:$*iJtI!lr«ffi«i:feJ:E»l«ffll 
KWctt L T h iSflXr y 7 fc L . 
±Mm 1 *PI£SS(fflW»Ik LT , 

«7- F W+*^±iefflBg^^ffl^ «7- 
FKWJG-rS® l«»/^7- FSrSJR-r&iMjRXT 7 
7'k. 

±iejM^$n^lSllA-X7-FSr®kLT. 13S& 

mitztiMJrfcm&mwtt tmoMtx? 7 r 

k, 

ilUlfflAX 7- F Srffi-WS a*X7- Kaffcf7 
Tk. 

±IBfg^b$^3Mfiffl^ , X7- F k . ±E» 1 
BlcS$i $ <ifca»WSM»/ 7 - H <0rt<0» 2 Sf|y t 
XV- F k (Om^ifr m&AT 7 7"k s-w-r^ C k Sr 
^SSk-r&i2liE*S. 

[ if #jb 6 ] ±ie» 2 wmmmcomk LT , SJk 
±iS/^7- Ksmxf 77-«i. jjeiaesiifca® 

[ mm 7] m2 wmmm 1 mmmzn lt r 

^•fe^-tSISfc:fflv^®»y^7~FS , SS»r-ta>' , tX7 
-F®0r*ffiT*>of. 
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±s& 2 wmmmnmrnt lx , 

±es« Ltjmmzm w<r>*&b . ±e» i &a& 

iJBA^^xv- F fcUEJER'txv- FatAkiEiMffi 

2j£fiXf-y7"fc, 

»$*ifc*»^aifc'^7- H^+*»^s8irr^* 20 

/ tx 7 - H Sr Vm? h f77t. 
UEA^^xv- F k . JJE» 1 «SMSKta«S iifc 
«^co® ^ 7-F <0PWr£<0SEI^ ^ 7 - F k <9BB 
££fro!$£XT>y7 - k. 

JJ3Ha*S*fcS-*S . JdEB«liMRt:»*tJfe»t 
X7- F«r±iEWU7- FtSfrtSHfrXr 7/ 
fc Srlr-fS £ k *«f»ft*^«7- FBWflffi. 
[ fit* Jl 8 ] JJEB 1 WliSBfcfii* $ tvfca»' « 
7-F<0JE*r«u ±E« lJHHS»c»«8 nn:a»<o 

yU7-H«fl, ffit<9£l$AX7-Fte-2VVtS8pfr 30 
18?** £ fc 6M«fl78E«W<^7- FSS 

t n&g 9 ] m 2 i «sa&Bt=*f t t r 

?*X-f imzm^h'**?- F£SIW^7- F 
Sli^XxAt'^oT, ±I53$2*!UI§iSffifi:, 

A*3^<*7-FW±IEff*»*£j8¥»fc J: 0 

±E» 1 Wb^Stw«k ->-CflHWtS*ifc/tX7- Fa 
tfffKffiffi£±iEmiMSBfcttLT&fit£iM<l# 40 

afc£*u ±iammaa^s«, 
±Eii^s#ifc^^7->*av±iEifrfft$*utffii; 

JJKflMMBfcJ: 0 »! LfcJJEWWkS fifc a-x 7- 

Hai^±Em#ft$ix^ttstP8^?a^ft-ri.fa#^ 

St. 

±ie^2Bf#^W:J:o-CB^k§il^AX7-FS: 50 
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±ie^-x7- f it+izt *w 
8^1-1.^x7- fsss^a. 

i *&a&K£*f tT» 2«j«bb*«t7 i fc <o 

±BE»2«ja*B»i. 

UBS 1 «SBIB*»feiS1i$<i)ta»«ff*19«t5«I 

■fsssigft^at, 

±ibw i %immz x r>x%mit:mco&%m<r>* 
«sr«R-r*aHR#ak. 

*ifcW«7- F£±IESI 1 MSEKfcf LTiSIt* 
&2Sft*afc£WU 

±1 mRZ ftfcffWMR&tf IKA*'** 7— F $r±IE 

arbcs-?*, BKfcffiffl-r*^^7-H«»tig«w 
i.^^at, 

±iew i «ssasK«»s<iTv>4flaRofi«*/^7- 

JJERUl^BMcJ: oTJR0tUStifcg^^7- Ffc , 
±IE»2*fl|#Rt:J:->-C5«lLfc < WJ'«7-Hk» 

3 ss^ak * w-r t z t &mt t size v 

[Ift^JB 1 1 ] MRWfift/^7- H*«9»Sirfc» 

uraa6Bc»t'c»2jpBiB*«7^-fe^t*ik» 

±tem2»v^B{i. 

■f ft#ak . 

±8EA* $ tltzm 1 «0 AT] a'X 7 - h'atfSS 2 WA73^ < 
^7-H<ort, jm^ifflwr-VblXftteZtit: 

±!2iififflA-x7- Kaygiuft a^«7- H^tsjg 
at j: ->Tfi»e^fts*ifc»rffiff«k ^±iem 1 »^ 

BtWLTiSftt-|»3Sfi#ak U 
±IHIBlKia36Btt. 

JblEa«#»fc:J:oTia«S*ifeJbEfl«effi«k. ±E 
«ftfl:SiiJtafiffl^x7- h k . Jja»i#fl:s*tfc 
WgflMk ^Sftt^Sft^ak . 
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[ ffl* js i2i m 2 *pi2§g*<?B i mmmmztt i x 

±E» 1 »I¥K£ J: 9»I Lfc*R<Off«ffi«0>+a» 

<•> . ±iem i mtzmzmztimwcomii^z v- 

JbE»l«fflSS»i. 

ummzmz* ixmrnztiKW^v- h . 

gfi¥Sk. 

JJEW23M»BMc i ->T5MUfc±EA*^7- H 
k . ±tem 1 «SBSBCfi«SnfcfflB[«ft«/« 7- 

fc. 

J: *MMt*(2ttJC Lfca»^x v- H tJJBa&'tx 
v?X7-Hgfr^Xf-A„ 
[00 0 13 

tumis*7-Mzffith hox'h o . puffing* y 
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jy» . ? 5 r y h *r-> ^x-coumzmm i t:W& z 

[0002] 

ft#8fl}k LTs Internet Engineering 
Task Force(lETF)(OPoint-to-PointProtocol Working 
GroupdJ; -oX&^ZtlX^l2 O0)f8SE7*n h 3 /W£ 
JilTtS^". l^ti. Password Authentication Protoc 
ol(OT, PAPfciE*)fcV^fl!**>?54 7:/r--fr- 

io /mmxwx* mwrnx-um^nx^mmim 

~ft&.X"foh, tolAkOtiu Password Handshake Authe 
ntication Protocol (OTs CHAPfcfE-f )k ^tfefoD— 

5 -f ry y- -y—mx-coizmmxbh. 

[0003]H17ti ""Brian Lloyd and William Simp 
son.PPP authentication protocols. RFC 1334. October 

1992J tia$iisPAP<oflRs^*-riaT*)S. <x^x\ 

m 1 Stiisj tXKfc:|B$*i4CHAP«)«S*fl^tgr* 
[0 004 ] HI 9ti. «BI!¥2 - 1 6 244 

*zv-vz^xmm%<rmiz'ft : >%><r)X'hh. 
[0065] <fi»a«o»f^»ifl> 

mizmix&rmmm? i . 

(data)key ; key SrHi: IT data£»?MW^CBH- 

Kx+(data) ; &flH«Kx+T tataZ'm&mX'ft^ it 

30 Kx-(data) ilMMKx-? datafc&BMMrf Ttt? It 

h(data) ; data£-;fr|tqtt;N7X*figia;:A>itS. 
A@B ; Afc BOttfflMWSfl] ( xor ) £ fc h . 
A, B; "AhBOiiiSsS" 

[0006] [PAPOifcBH] H 1 7 5:fflV^TPAP(0l!)f^m 

^f^) "C, g*W«7-b' (passwd) fc-fr-AKfift 
LTt4>3. Hl7fc:tJtt41{iBiE*B«t4^9>f 

40 tmmt, imtxhho. 

[0007] 2J4. a— tf<0/^7- H«:9« • fiSJW 
fetoa.-VW n°X 7 - KflWR $■ HOW ^«7-K7t 
*«^1-&«rffl:«B 5 1 . flrSHUK 5 0*7^ ^«7 

- K7 r w ivwmuA commmm §r itss-r i. \mm e x- 
mfSLZtih+r-rtx-h t . 5 «4aur;urf y x 

ft«5-CAy^ a BB»h( • )*JHvvC«»U:h (passwd) 
50 Stjl— !f<0lD (J3IT. IDcfclfit) t*K/«7-K7 
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[00 083 PAPKtitt *BH*ffiSrSfi*f-4 .017 
fctJWC. i— S#<DID(IDch AX7-Fpassw 

mm* (OTs AuthReqtie-f) , IDc, A*7-F* 

4tt, IDc£*- tLTA-X7-h'7r-f^3 2r«!^ 

4)V3 *» fettfch (passwd) £ JtRffi 6 fc WX WRt 

£<ojwr*d8jii, mmwch&iviTvv i 
r ^£75M7yFiciWs (flfcwaijfs issel 

fcfrofcB "NG" SSrSSflW*) . UNIXWtt 
V-YtrAiVt IX I Dcfch (passwd) Zm<7fflWib&iZ 
'JffllX^hi'XT-.&lfihh. 
[0009] [CHAPCOIKB^] 0 1 8£JflVvtCHAP<9ijft 
BttRSfl. 7tt, X-^-FfcSaWS-fiffltt 

js-y^^wmMsx-m^fi^^y^ryvx-hh. 9 

li. a»*4J<W6a»4«»l Ot, a-fWU7 
-Ft«l-flW r f*'tX7-F7r'f/H It. a'7. 
7-F7r4/H 1 &8Jg*>a-ir h at. 7 - F tfffi 
*ttSfrr&^7-H7T'f/l'«««l 2t, 7547 
> F#>fcgfiU:A-*7- F tfflJW-fc-arfllttA 'v 
aM&Sfll 3fc> -^TI«lttA7i/ail»a51 3 coffin 
79-f7yF7*» fcSli Lfcr- ? £ OMti 1 
4TflMUto4-fr-><T*6. -*|ftHtAvi/AlH»a5 

5-f ry hcoiDi: -eon^v- fs^^a* 

V-Y~7tA)V\ HzVmtX^Z. JL-Wi7yJT 
y F 7 £tf LT-t-A'9 (CggE IX i o . 
[00 1 03 CHAPfcfcttSBKfrifcSBWH-* . 7 

AgwaJSfflSSSl 0U, challenged V^a»S:±« 
U ?747yb7K&&. ?7-f7yF7i2wfT.£g 
frfSt, a-if'{iIDTS>l)lDci;. A77- Fpasswd 

KivATyvuzx-h-fh. ^-9>rryh7ttiDc. P 

asswd, challenged— ^[filffiA -y ^aRli!tgB8{CA^ 
U tU7jh(IDc, passwd. challenge) SrlDcfc&^-t-A 

[00 1 1 J -9"— A*9tis SflLfclDcfc*- fcLTA 
77- F 7 r 4 ;M*9R8 1 2 fcAflW* Z t T'AT, 7- 
F7-M/H l£**SBU a~ifOpasswdSr£o»tS. 
iJCtlDc, passwd, challenge*— ^ifllttA? vaTOSS 
1 3KA7JU !iJ?Ji|£*hB(IDc.passwd, challenged 

TV%il(f7 7'fr>'N7 (X<ii— f ) (ipasswdfcfto 
"0*6fc*«rU ISCIStEUJt© "OKW £754 7 
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g" mzmtt ) . 

[00 1 2 3 [1*BH¥2-l 6 244 3-f4^»0i!iW] 
H 1 9 fcffl V v* «f H¥ 2-1 62443 

fef nmm&jmmm & . z <nmmmmmx 
j±, bhfr immmw *xy-v£*y? tzaa ix 

fflOA*7-FPWl~PWafc<9BB££fT-3 (^7 
7206) . 

10 [00 1 33 UteOtt*. PWj}iPWl-PWa»Hf 

fia>fc-8tt*uf, i]^y-9<z i zuyroxyh? 
h (7t77*208) . 4 y?o*yhco&%. i)*)y 
9C i<7)ffl* { -§rt^SA-x7- F»stc3ttfc«*t: 

B. JL— tf^r^-feXtlWf* (7r'y72 10). 
[ 0 0 1 4 3 PW#PW 1 ~P WaOV>-f 

fi*>t-SS:L'5:«ttitf^7y^c2di>f y?y*y 
h-tt {xt>v?2 li). >f y?v*yv<r>ife&, tj 
^y9C2(nmifi-%m\±tts:^tz^Z\t, a— !f 
c07^-k7 fcWTi: LTA-77-F.^5rt?71-i. 
20 (Xf7T2 13) . 
[00153 

H 1 7 tC^Vct -5 (ca— f<T)nxv- FpasswdtiftSS 

t^twfc^t'SS. X. A'77-K7r-f/W3^B3 
$ tlX V ^ I) is At'ti , 7 r 4 IDcfch (passwd) O 
a*^*)**** h<r>X\ Tm%\t> *x 7 - F 7 r 4 ;kh 
OffiBOI Dc t h (passwd) (C*f LT ^ 7 5 -f V T» S?C38 
30 ^ffa^t^t'&S. 

[00 1 6 3 X. ^7-f7>'M{i-9--A'2*<ES : 5:-t 
-a'TJ> £ «>£ ^ j6>* HSSt 4 Z ttfXZ%\,\ $ 
t, A-77-FS-Hfr Uct L-Cfc, SS*r^7-F 

(ffL^A'77-F) Jt--' N'KiK&t S fc » tc:^H# 
tftmttM, «S»Lfc58W'<*7- FSrfiJffl-C^T L 

[00 1 73 -*CHAP*rtKBBLT»i, 121 8C*tJ: 
■5 {C, 2£lffi4l(iIDc, challenge, h(IDc, passwd, chall 
enge) £&BT3 t<TiX\ %L 0 Sa- f Hp 
40 asswdBSrIDc, challenget fc tlChO tA?3 L. h(lDc, 

passwd, challenge) h— gctS ^T'passwdBSrSJx. 
X, passwdSrWOtU-rctJWBTftft. 

[ 0 0 1 8 3 X. /«7-1«*«— 5L*>fiJffl-C§5r^co 

*%9<«r6. $A>fc:, -9--A'9(i, iDcfc passwd Srie 

mtcom&z'noztmf. 3ck&zm®-rz>±.x'Mm 

tc^xv- F co^H t> -9" w * ^ 5 y T-fif *>JSr < T 
50 [00 1 9 3 $A>tC. «HPF2- 16 24 4 3% v #l: 
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7*ztitzmm%mmijmzm lxu. wkww?- f 

X\ S^UV- H<0fiU»4ff o-CV^^fc 

46, a— !F#AT) LtzrtXV-YZ±>9lz&.m-hn 

fc. a-1fti, ^Lfc*R<0><X7-F£aJi 
WteJfl O* i t f4T# -f , *£-je»fcU:0V<* V - F 
£ATJ-f*#g# { 

[0020] ,1 <O&0JfoLbfe<O <t 5 &|31SI££&?7B-f * 
JtfeK^rSiifcfcOT. »T^J:3£8«fc*Hfc:*=* 10 

S&lcIS L. KaWEfffcfiftS tvkirEfr £f 'I 

il«Tl * fc 4: ttc, »3#fcJ: iXMlLW 

1 0 0 2 1 ] SB2<9gW(4. F 
Wflvvf *uda'X7- FfcJB WC *>BIE-C* , **o»3 
#tJ; itv><o<0/U7- FSrfflv^Tl^ESrlfoTV-* 

*ik*I«i:t*. 20 
[00 2 2]*3«0BWtt, fcRO/'tt^-Ffcfllvvc 
»3#tJ:*»8l*J: l 3ffl!8t=-r*i:i:t>fc:s IfTf* 

flwuisHwaw-* ztwx'% hirnm&xvm.m 

[00 23] 

v-vsmmts ®2mmmmim%miztti 

TT^-fex-r*^tffl^*/N*X7-FS'S*|-t*^xy 
- F»»*»T* o X . JJBS 2 SiyigJHBfcDBUI t L 
T . ±IE* 1 «B«iait^6m "7- F SrATTf 30 
*AT)Xxyrfc, fiES«ff**4lS't*ff«ffl«^« 
*r yTfc . JJEXASiifc'tX?- KfttfJJB4J*S 
ilfcff StiBRSrifrSHt*-* m 1 m<tZ T-yTi;, JblE 

less i saa^stc^ LTMfiT*iifixr -y r t 

£a-x 7- ^m/iMimit^titzmm^itt^ 
giixTv 7t . Jbiem-sHkSftfcm 7- f&i/uje 
«#'fbsn^ffisiff8Srffl^-r*a^'fl:^T yrt . 

mm\vzm\tth&2v&^t*T»/7t. mm 
iiznKmffi&zm^x^itztitz^xv- f 

HW-* If fS^Xr yri: . ±ffi>t*7-F*S»-f * 

mixTvTttt-fhbnx'hh. zzx\ xmxT 

v7mmcr>$m<r)W®.\,zmz>S, 1 fc*H6U ffiMB 
$B£j£x-f * 7li S 2 K*fJ5E I . % 1 Bt*Ht*r -y 7*4 
S30 l&tfS3 0 2{:i*flEU iifiX7 i -y7-(iS4(C 

^T«yr«s6 isrjfS6 2(c*fjEU, m2m^tx7- 

■y 714 S 7 K*tJS L . flHB&BftX-r 1 <y 7°J4 S 8 £*tJ6 50 
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1 0 

L , aiix r -y 714 S 9 fcttJ&T * . 

[0024] HS20»«flCtJ»t*BiE*Sai. ffi»<oa 

»/<*7- n*«a«s*ife» i «iigs£*r tr «2» 
mmzmhw. 1 «i*f- v/t, 1 ojjukoaa 

*xv-Y*\1yth\1)X*r-/7b. ±IB£ffilfc« 

t&mmm±.tz\-ft^xv- f £±iem 1 «i 

K**LT&fI1-&Jg2iMfIXx-yrfc£WU ±JE«1 
±ieA^A-X7-FSrS1ttSm2SfiXr-yrt, ± 

- Yffmkw&ttvmxT <*7t. m® 1 ©a^s 
izmmzm im^m^x 7- f »k 0 ajt»tb 

Xf -y r t . ±KR 0 aj**ifcS»> , W7- F i: . ±IE 
A7]A°X7- F t O^Srff 3 Hfr&Xr >y T fc *mt& 

iicox-hh. zzx\ mvMfeXTv7\mw)$m.<r) 

»»C*ittiS 1 l&tfS 1 2C»JCL. miSfSXr 
•y7-«4S 1 3^MJCL. A^J^r yr«S 1 4te*M6 
L> a^Xr-y7:*4S 1 6fc*fJCU, S52iS<iXr-yr 
<4S 1 9C«iBt4. §5 2 SffX t -y 7"(4 S 2 0 (C WJC 
L. BMI^f-yrttS2 ltflJEU aXtU^X'y7°{4S 
2 2 (C^JE L . I^^f y 7"(4 S 2 5 tettJE-f* . 
[0025] *3^)«Wt=fc»t*BliE«ai. ±!BS82 
<0»i«BKtJV^±iBW 1 Sft^x -y rfctJ»t*«««ff 

[ 0 0 2 6 ] ^4 <0»WltJtt*B!iE*iai. ±12^2 
« fcJift 3 <o»^fc:tJ i ^X , ±E» 2 iMfix r 7 
JJEA^SiifcA^txv- F«»t*>*»<54>r. JJE 
AT) a-x 7 - F «r-Jg<OflWHKcSg« UT58«t* t W 
Tft*. 

[ 0 0 2 7 3 8 5 0»«fc*Ht*BSiap8stt . 
«^^7- F**a»S*ifc» 1 ««I§3E£*t LTSI2«i 
a^a*<r^-bx-f * i t «»SttfcWBrf*BKfiriS 
Xh*>X. ±3£m29S t Mm'£WcO!mb IX. SlcOA 
7JAX7-FWSS2c0A7JAX7-FS:A7J-r*A7J 
Xt -y r t . ±iEA7J SftfcSS 1 <»}3i*X 7- FftV 
35 2 AT) a-x 7 - F tc^ L . iMflfflv « 7 - F St^® 
Bfffl^AX7-F2rWieLTtH^t*JIISXr-y7' 
t . JMJ€S*ifciil«m/«7- F* JJrJgfiHBfcffl^ 
•caf^t-f *y^7- FWftxf -yrt , Jitajgs^ 
n^iiBf^tfflA-x7-F^0it lt, ±ieF)T^ti?«^ 
@ns^fi:-r*fiti«#'fLxx-yrt, ±iei*mfflAX7- 

Kai«WHWU8/« 7- FWflStemSrTS-^Sl^fflfB 
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ft$*ifc»r5gffl«k *JJE8 1 »ISS®K*f LT&flt 

LT, JJEftjaWRk. WtSftfcaMlffl/txy-H 
k , «WkS*ifcJ5r«flH8k *58®tSS<iXr 77" 
k. ±E»jeiM«c**&, iJB«UiPH61K»«8 

-7- Kc*w;t4» i att><*7- h *aiRx 

f77-t, JJBBtRSfifc* 1 Si/U7- F*«k L 

E*wts *ifcaflBB/ « 7— f *a#flrt- 

F k , ±E« 1 «SBIIlta»SnJt«BRoafif^ v 
- HWrt<0flS2a<*^«!7- Fkca^SrfHBt&XT 
•yytZ%-tZ>l>COX'foZ>. ZZX\ A7J Xf 77kta 
a«o^Sfew^®tcfc(tl» S l 4 K*f« I , Jgjgxr 7 7 
tiS 1 5fc*fJ6U A*X7-FBf^(bXT7r«S 1 8 
fc*»S L . HWbXT 7 7'{i S 1 7 C*flG L . iifIX 
r /7*ti S 1 9 \,znm h . gftXr -y rtt S 2 0 fc*f 

7*tt S 2 3 fcttJE L , Ffg^HbXr » 7*(2 S 2 

4 fc*fj6 L , mrZT 7 7"l i S 2 5 tWJ^f 4 . 
[0028] «60«WC*tt*BliE#i6tt. S5C0% 

j£t&iy$?&£Xx7 7-£WU ±C«7-F«HHk 

[00293 SSTO^tfcJtS^XV-FSUf^ffi 
tt. ^23t!i^S* 5 mi3!fta^a(c«L-CT^-lr^-ri. 
^saflk/t*?- F £ MPrt" t *X 7- mm 

mx'b-?x , ue» 1 M£B* { M^ffitffif8££i£ 
wmz%.mtz>m%.mxT°/Tb. atj^xv-f 

Rtf!8R'<*7- FSrA7Jt ?»A7)Xr vTk . ±IES 

«s*ifca8Kost*><.*7- H<ort38W^&a»^x 

7- FtttJELA:ffStff$B£3!iRt&StRXT 7Tk . 
±ffiA7J^X7- F k JJEJOTtt?- F&tf±fEj3HR 

2^ftxr yrk . jje» i mmmmmt ix . 

±IBA7JA^7- Fk±ISS*r^^7- F&tf±fB3Iffl 
SftfcffiHWRfcWtt&iS 2Sff 7 7-k . ±ieiM 
IRSnfcttSflHBCJ:"). ±K*l«l«J!«fc:a*3*i 

- f iwmr&VMAT- -yrt, ismi**?- f 
k, ±ies5 i jaa^B^asi$n7t«»<oa^^ 7- 

F<7)l*JJ9r££>a&A , .X7- Ht^^ffi^Xf7 
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1 2 

rk. ±KSH*IS»fc* , 2*, ±EBlBSftfci«6Lfc 

r(if^«0HJfe^®HiJttl. S 3 1 WS 3 2fcttJ6 
U migftXf 7 7"ttS3 3JC»JSL, A7JXT77- 

2^fixT7 7'{iS3 6C«jK-r«.. *2sm^T7r 

^Xf 7 Tii S3 9 tc*f J£ L , H$t*t 7 7'i± S 3 0 1 

io teJti&r*. 

[0 0 30 3 ^80^(4, »7WfMBtJ3V^TSfefc 
±fam 1 *&«§^fcS83*ifcatt/<*7- F*>KR 

* { s ±iem i mmmmizsmtifcimco^A'?- f<o 

1*1. £E«wai^«v-Ftov^5aPr5rffik Lfcto 
[003 1 3 JB90»BHCfc»t4 a'X7- Faiii^Xr 

20 1 4ffi»flHB4)S¥Ri: . A7J§^a'X7-F&1>'± 

•rsm i mitmt . ±iem 1 m^ft^st: j: ->t« 

lc» LTiSftt^iMfl^Sk L . ±SSm 1 XKUSS 

<i«tSf8^Sfifi)Sfi*ak . ±tesfi¥Si3j; 
^io-ca^b?n^A-x7- f sr±iB«^<b*at«k 

30 oTfa^b$^ffiEffi$g^ffl^TBi^b-r.S.»21l|^ 
^b¥Sk . UBS 2 Wt^Rfc J: -jt^W!:/* 
X7- FSr^WSIf f84^#Sk , ±I£a^7- F 

a«t-ia»^ak*wt4t»oT*6. ;;t, mi 

iTOSI52 1 , mitm&2 3 . AMRH' ■ Bl^b 

wstgp 2 4 l . a^b*»tt«#flai»» 3 4 a 
I/mm** ■ mitmm 3 3 t , » 2 «b 

/<X7- F 7 r A )V3 7 a 1 , 9«^ISItiN»H 
40 AX7-F7r-<;l'3 7bt>tja;-tS. 

[00323 111 OWf6BBtt5ttSI21iExXTA{i> S 

8coa^N*x7- Fjwwasnsta 1 wasajcwLT 

^B^feiSfiS^a»<0ffi«flHBS3W|-*-6IB 1 « 
KflHlk0+*»4.. A7)S^A^a"X7- FcoaCTfiS 

0 mm titcmm mmimAii s atj^ 7 - 

50 F * JJEJB 1 3!aa^M(c» LTiSflW l»JMft¥Sk 
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1 3 

iba^* v- f $ jje» 2 tmmmfr s> wt** m 2 

5Wi*St, ±WU25M»BMcJ:'>r5HIUfciJBB 

±isBXtH¥S(c «t o-caxoai $*ifc»»'<*7- f t . 

U ff3BMB^#W4a«4J«i2 2(c«iSU 
ifcl*»4 3fc*HW-*. 

[ 0 0 3 3 ] mi 1 fc*Mt*BHS'*f k .Mi, ffigftoa 

^«7- Ftfaasftfc* i *&a8sc*t iris 2® 
T&x-b -> x . ±tm 2 wmsmjiK a^ $ titzm 1 *> 20 

XV- Ft LTJSESftfc-^Afl't^-FfcJSrJg 

ttfg^fflv^ef^-fb^i.^'x7-FBS^^at. ±ie 

A* $ 1 tf> A*'** 7 - F&tf JS 2 OA*' <X7 
-Kort, BtHg^fl^A-xv-FfcUTfi^^flSj^r 
<F>Kh^XV- F £&t LT ±IEBfSli9«*««^fW- 

»N-X7-F^^*^m«fiW6fc, ±1E^X7 
- KflHMSfWfc J: -7TBf^b$^MflfflA'X7- F 

t. ±MM%w*&£&^xw&^zivfcmmim 30 
t sr±tem 1 nmmwm Lxmrn-immmt z% 
u ±iami*Msa<, ife&fi^aK^t&ffs 

Ft, JJE«^fc3^Blr£fll«t*»I*S5te# 

$ n n-x 7 - f <o+*>&±f asu^t w < 

X7- FfcfcfJEEt SIS 1 Sfi^X7- F £atRtl>a#? 

#Rt . JJW#R(vJ: oTaS?Sitfe» l 

7- F £S t UT . JJEttBf #fl;SnfcBr5giBfB*«« 

<wk-r iflM^fc^st , ±immmmzx ^xm 40 

7- F t , JJE« 1 JPMfcSMtefifclMfcoaft/* 

xv- Y<nn<rm 2 m§t>™ 7- f t ois&s-fr 0 33^ 

*S»i^<^»OJB«ttJtt4xor|J»aJ2 6 fc**J6 
L. »«*fl:*Rttl«^a8»*2 3K»CL. ftfl* 

ft¥S«*a-Ma«»»3 4 tirau nx7- F*<wt 

^giixorMI&ai 4 1CWfBL. BB£*BH±JttR« 4 3 50 
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[00 34] SSI 2<r)%mzti\ J tiW7-YWti , sA 

•f&mzm^&Mfw?- FSrseprf i>ax7- fs 

fi#Rt . ±E» 1 %mmz£ 0 «I LfcttROffiR 
flf«7- KcortseRf ^SfiH^^V- KfcWBLfc 

ffiBfli«*a»?t&a«*st. Afl3iifcAa^*7 

- Ft, JJE»R¥Rt= i^Ta« 

■oTaHISftfcA*^*?- F, 38R/«7- F&tX± 

iea^sn^ffiSffif8SrSit-ri)m2Sfi*at. ±te 
W2sm*st «t o-c5WiLfc±iaa»i«<xfcttWB« 
t: j: o . ±e« i «ffl*atca«s*ufe«»<oa«f « 

7- F^+*»/5»!SW1-^8iSMi/«7- PtRRfiB 
^at. ±ia»2««¥«CJ:o-C5H8tfc±EA* 
A-X7- F t . ±IH» 1 *§aSSBfcfi»3ftjfc*fttf>a 
«/«7^ HOrtF^«0g^N'X7- Ft^-g-Sr^a 

iei2i^at: J: ftBKttS&M; LfcS^^7- F t 

±f2Kfr^ 6 x7- f tsef-r *e«r#»k 4 1 <r> 
x-kh. zzx\ mMmLmmkiimcommm 

X7- FSS8IJS54 4 tWlSL . SH£#SttJt«»4 3 
*fJSSU, !E*r#BBiA 7 ^a^^7- FJS«f»4.5 1 

[0035] 

$mcr>M& 1 . Z<7)£M<r)BmzmZ>? ^at>y- 
t-A^gSi/^fAli, 2o^^7- FS:S» 

"»t* . i vmkmmizts^xmmtmwtizm 
umix-hh. zcommmmz&^xm^mmit 

COttk LX\i. r Bruce Schneier, ■APPLIED CRYPTO 
GRAPHY second editionB, John Wiley & Sons.lnc, 19 

95 j izimznx\.^m*o%i?£tfm-?&: m 

WtFHbWiftbLXtt* mtlfRSA. E l gam a 

(fDES (Data Encryption Standard) s I DEA (In 
ternational Data Encryption Algorithm) mffoh. 
-^tt^-yv-ABSKt LT(i. MtimDl ( Messa 
ge Digest 4) » MD5 ( MessageDigest 5) , SHA 
(Secure Hash Algorithm) %?Wbh. — ^|*lttt»4. 
Mm () tS3Sat*<4i.^St, h (a)U$« 
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[ 0 0 3 6 3 t-T . Hi ^fflut;«»««ii!! 
2rittBfl-ri». Hldfewc, 1 5(4, Ax<7-F&tfA 
7*-?£A7J-tSA7JSn 6t, r-?**-/^- 
? LTi*Sfltl»jifia5 1 7 t , A*7- HWSMl 

t, BHWlSft^^-^CWLTfTdKIESHaiJl 9 
t , HcoJEfrS^Sr-f-^'^ff 5 AX7- h'35 

«SK«2 0i:*»/!>*6^9>fr>'h-C*6. 
[0037]/«7- H9ttS$fl* 1 8 14, A* § ftfc 

w&S5 2 1 t . ajR*tu*-r *a»*««2 2 1 , w« 

fi»^r^=fUXAS#t6lit^ftRI»»2 3i:. ftffl 
24tA^flti£2ii.&. 

[ 0 0 3 8 J 4fc, l«ES$« 1 9(4, XDZtltcm 

«2 1 1 , ajR*ttj^*a»*««2 2 t , mm* 
%T>w)XJ>&n-thmmm23b. mm* 

me>*fr^m%mz®iR?miR®2 0 0 1 

ffifRZ til RESP0NSE&J&3 1 9 a £Wt & . 
[ 0 0 3 9 3 *X 7- FSffi|?$tf 2 0 14, A* $ ft£ 

nn«2 it, ajRS:aj^6ajR4jR»2 2 1\ in* 
m&T)viyx&tt?hmttm.m23k, m 
&m t/W) xj»ttth®.mmm2 5 1 , xor 

tS$8^ii^-tl»S^gf!2 0 0 fcfrfeDWSfia/t^- 
K3Eif5l*4J«»2 0ai*t4. 2 7(4, r-?£* 
•yb7-^Sr^LT^g«-r§jlfigP2 8fc. A*7- 

mm§tZ'fTo^z r 7-\ ( mm2 9 1 , ?7^ryh 

1 5 (*U<tta-1f) ^ISIE^I2IEa530t, ax 
v- F<05S#r£ff ? axv- FJg*r«3 l*><of?tj£$ix 
3>-tf--A"e*>£. 

[ 0 0 4 0 3 '«7- H«*«2 9(4, ltfS5HBf^7^ 
^XA£Wt£«W»34t, £MI97» 

^'jxAt*t*«ww» ■ mmm3 3 t , * 

-a'2 7 tfa— f *-#»«JtBK-t* fc*>fc«MM-S 

m-th'^yi'*.ik>*xy--mm®3 7bfrhmf8.is 

[004 1 3 imm 0(4, fl8i<7)CHALLENGERg|53 
Oat, RESPONSE«ltiE»30bt*>t«^Sni.. CHALL 
ENGE£.)3t off 3 0 a (4, A^a-ffrMlfc/'Wy-FfcR 

0 a* a -/ v mm3 8 t , 

39t, mmmrivivx&i^&'mwmM 
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3 5*^^rS. 

[00423 W3P0NSEt*IE«3 0b(4, IMMIWT^ 

H-gf SxorHiKgM it, -^riftittAyS/jLRBR^ 
2t, 7 94 TV M 5*»&RKS:h.T&£a— f<7)A 
X7- HtfffSt.^-A'2 7jW*»1/OWW7- h'ffl 
«t*JtlW4ifc«»43t. <EiJiS#lT*JtA-^7- 
H*aKWMiJffly«7-HMBM»4 Ot, A 7 y^ 
AX7- h'Rftffi3 8 
10 [ 0 0 4 3 3 A'X 7- H5EW» 3 1 (4 , CHALLENGER 
S53 Oat, /*X7-FJBK»RlKiEffl3 lat^ffifiic 
y«7-H5Wr»3 1 £l&(t£>ill> CHALLENGE 
±^ 3 0 a(4 , BEffi 3 0 KRJt fcfi *> CHALLENGER 
U 3 0 a t HaKOfllrt-C* S WCKBJittS^rt- S . 
[00443 iXZV- YWtim$m&3 1 a(4, WSS 

®m7>mjxj»*Gi-&mi\mc.&3 4b. 

m^-y v a.mm 2 t , xarNftffi4 1 1 , JttH* 

4 3 1 , Sfr-r^A-x7- HSrKSiJf «3BR^tX7- H 
^'JgU44t, A.yvMtA-X7-K!Sfrg|54 5 t, A 

20 •yva^«7-HKff»3 8*»A>«lSS*l4A-X7- 
H5KlfB««BI« 3 1 a-e«j£Sft!> . 

[00453^ 'm®m7)W)xj*zmhm 
mm ■ nmwm2 4 1 , $mm* ■ mwm. 

(c»L, IHMim^T;PrfUXA**tfti|*MSI»a52 

3, 35, w&m^rjvivxAttttmmm 

2 5, 3 4tC^tT(4s "SHMIlt^" tv%3^ff(40 
V vo vfirn . ff#(cW LT^(4HJtO^®tCi3^T® 

«fcflSffl-ti<o-c. <asitt*sjt4fcft, "mm* 
[00463 mmmrn 1 t-<4, /uv- h *~r>nm 

•■If-A'^igiEyXTAttJV^T, A 
^.7-Hcoail, A^7-HS-Z-PfflV^I2H, /U7 

[00473 (A-X7- V(D%mmmcDBB lC07y4 

7-HSr-t-A'2 7^»«t**ffifc:ov^THl-H3 

tfflv^xRW-*. a— rwxv-vmmt. mi 

t,Zhl,i&7y4 7>h 1 5<7)yN'X7-h'S«liS^g?l 8 
40 tt-A'2 7WU7- H9ttS2 9"ClMlPtl. ®2 
(4, II 1 (Cfc(tSA^7- Hfi«(cRK»'ti»^^lfc» 

[00483 H2fcfc^T, 18(4, A.X7-Ffc2E» 

ti.-^i6ittA.yv J .wi»gi52 it, a»tas*f &a 
iSRai52 2t, vmwtt7jwjxj*iirt**ft 
mmn23b. <mmm7)vivxj*i^h'm 

mm ■ «^fcWa»2 4*»fe*4A'X7- HSiilS^ 

[ 0 0 4 9 3 2 9(4, a'X7- FfiglftCittDCBff * 
50 fTdW«7-KttK»3 2i:. IHWWt^r^rfU 



9/27/2007, EAST Version: 2.1.0.14 



(10) 



«paPF9-3 302 98 



1 7 

xAtt&mmm ■ mmm3 3 t , mm® 

F SrfifJrt 5 ' \ -y MV^X V- YWm 3 7 rt^filjft 

<nm.<rmm) (C, ;'U'7-Fpasswd0£-O±j£lT 
JL— riZffMNCOT. CW^XV-FpasswdOfi, 
IfKttLTtf?^ >Ti6$ftl>. COA-X7-h'pass 
wdO (i. jl— f a*g#T'£fi)t L^«7- F SrS^I) 
i: £ fc , If- AfcBE LT t> 3 fcrtfc* IJfl-f * t> <0 
T\ »W7-FfcB*V, a— 1f*SMW-6IKt-a 
ROLiWWlSivfirH. -9w«2 7tt, »n°*7-F 
«HiEgR3 2tfc^-C^--if^IDt»s-xy-F^S: 

[0 0 5 1 3 a— f(l. @2W^5-f TyFOA7JS81 
6C> g|JH,fcl<v\\X7- F passwd 1 .passwd 2, i# 
OIDUilT. IDcfcffi-f). ^H^'xy-FpasswdO, S 
®g*RegReq£A7rf!> (SI). MjlUZtLbn? 

-m. ^«7-Ha»s*si8t:asfi*. 

[ 0 0 5 2 ] & fc . S9JS4^Sli 2 2(2. 3 -9?)ft&rand 

1 , rand2 . Rkey*4*f S < S 2 ) . 

[ 0 0 5 3 ] AX 7- Kfift9$flS 1 8 Kfcwr , 
fatt;vyS'.3j8&SS2 Uipasswdl£A7Jfc U h(pass 
«dl)iaj*t6. -<oaj7JfcSL!i^i$2 2T"±j£L 
fcfflJRrand 1 tfillSSfth (passwd 1 ) ,rand 1 fc&i . & 

fc. a*su^«a»*B#fl«a»2 3tt. SL&±j£as2 

2T£j£LfcBfrf &Rkey£fflVvth(passwd 1 ) ,rand 1 £ 
Bt^Hfc L s th (passwd 1 ) , rand 1 ) Rkey ^ UJ7J-r . 
[ 0 0 5 4 ] . — #|B]ttA •/ v *fSiScgR 2 1 lipass 
wd2£A7^LTh(passwd2)£aj7rtl>. .IcOt^ 
tt. SJBAJ«»2 2T'4«L«:a«rand2i:ilttSn. 
h(passwd2),rand2£::S:&. ZCO— ^rftttA »/ ^aMiS 
SP2 1 *JiWarf ftM»*2 3<o*aa* S 3 0 1 1 1 
-5. 

[00553 <x^x\ wmm ■ mmm24 \t 

RkeySr-tWN'o^MOKs+SrfflV^aff-'fkUs Ks+(Rkey) 
fciWrt* ( S 3 0 2 ) . ^BaSlKs+Ji, iHMtKs-fcft 

*f L/C ft, «HS»s-J4ir- A<o**qr IT ^ 
h. M±COK&mt. IDc.RegReq (g$i®#) .passwdO 
SrilttUT, t-A'2 7Msi!t6 (S4) . 02Cfc 
WC(2. m&UiOX'7rsl-C^Z>. 
[0056] "t 3r;b*>RegReq, IDc, passwd 0 , (h (passwd 
1 ) , rand 1 ] Rkey , (h (passwd 2 ) , rand 2 ) Rkey , Ks+fRkey] 
fcC^-ft. KiM-f «3.-WW«7- Fffi«h(passwd 
1). h(passwd2)li**?9>fTVhrtt k »&Lfc^ 
randl, rand2 fc jH$§3i'U h ( passwd 1 ), rand 1 , h(pa 
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sswd 2 ) , rand 2 b £ 0 . £ft ttiRkeyTHf^HbSftS «0 
[ 0 0 5 7 ] X. TOkeyt-t-A'^MKs+T'Uff 

0 . (h(passwd 1 ) . rand 1 ] Rtey9tfjft<ttK&g 3*1* Z t 

[00 58] "tfWN'2 7T1i. jiftg?2 85r^LT, S 
(Ir-?#AX7- KSflW2 9 fc«Six4 ( S 5 ) . 
10 'W7-Fa»»2 9Tli. IDctpasswdOO 

*f**IE UV^fi^^*>$-tJ|fi]AX'7- HtftKffi 3 2T 

[0059] IDct passwd 0 com&£bMtfTE L < 
fitf. ffiS^iffi»lS:^7^ryF 1 5^«e^-T5. ts!^ 
T, «=#ttlDcT*«<X4a— 1fKJ« l 5't*'tifctt 
T'#^V\ $A>lC. passwd OJ±IDcT'^$n.&JL—f 

«&^)»ttefflS^ ^WaWiWfflSftiSrV^T, pa 
sswdOS-gS©L^H#* { passwdO&fflV^T, i^OCKJO 

[0060] IDc i; passwd 0 >WE LttfL 

MSSBf^O«^aKs-Srffll^TSfit'-^^Ks+(Rkey)$r 
fg^LL. Rkey£tb7J*!> (S6 2) . *>*^«f»s 
-(i. -9--/S-2 7£Wi^lTOl>ti?8iT'fcS. 
[006 1 ] a^OT»«3 4ti s Rkey«:ffl^T(h(pas 
swd 1 ) , rand 1 )Rkey£ffl-fHLU h(passwd 1 ) , rand 1 £ 

ttj7j-rs. <^t. mitm&m sa. h( P asswdi)SrR 

keyt*Bf#-ftL, (h( P asswd 1 ))Rkey$rttj7J-tS. 
30 T, «^bB»«3 4tt. Rkey2:fflOT(h(passwd2),r 
and 2 )Rkey Srffi-^fb L . h (passwd 2 ) , rand 2 & tfrfrf 
6 . B#flaW« 3 5 tt, h (passwd 2 ) £RkeyT 
Bf^LL. (h(passwd2)]Rkey$rlH^)-rs„ CKOfg-fft 
raStgK3 4 OjaaSr S 6 1 fc L, Bf#ftnjR«3 5m 
aS:S7i:-fS. 

[0062] BKHUfflRffi3 5li?w<2 7 CO 

^^Mgtfii^f Saasterkey 3 6 Srffl^TRkeySrBff 
Art"*. *»*^nasterkey3 6t LTti, ^•'fryh 
^ L < liJL— t tc^&UHB^Ri&r* i t ^Tfl8 

iZti^Xte. masterkey3 6fcLT|3I-cOt»?8£IS^-t 

[006 3] <%^T\ A.yya^X7-F^gR3 7 
fc*iV^T.*Sl3{C^t «t 3 K^ffia^XV- F7 r -f ^ 
3 7at»«7-H7r^l-3 7WC/«7-1<tC 

[0064] -r=5:^*>. iWU7-H7r-(;l'3 7a 
(C(i s — StCrandl , (h(passwdl )]Rkey,rand2. (h(pas 
swd 1 )] Rkey5rg$if l> . ^^^X7- Y7tA)V3 
50 7Kli, IDcrandl , (h(passwdl )] Rkey, rand 2 . (h(pas 
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swd 1 ) ] Rkey , (Rkey ) masterkey £ Wii't h . 
[ 0 0 6 5 ] jfcfc, 7J4. »U7- K 7 r 

-fA3 7a£:x~ ft^^ti, (S8> . 
><.21ti>WyA?V\> 1 5t«L"C^SB/«7-H7 
r -f A 3 7 a<Dffif8£j*frr.i> Z fc 1 ± ^T&W LT t> 

X7- H 7 r 4 A- 3 7 a fc 7 7 -feXT'^ & «fc 0 fc LTH 

2 3 £ Wffl (h (passwd 1 ) JRkey , [h (passwd 2 ) ] Rke 
y£tr&LTiK. 

[00 66] 794 T>h 1 514. WU7-H7r 
■i)V3 7 acom m*%m I , rand 1 *«jtffltfi»S flT 
l^&tfWWJL, »«7-H7T-< A3 7afcrand 
1 , (h (passwd 1 ) J Rkey , rand 2 , (h (passwd 1 ) ) Rkey 

WJ»SW«7- K7 T 4 71/3 7a£:*y 94 >T 

[00 6 7] ^BB^7-h*7r'fA3 7at 

«*IHDdilBtt3*l$rV>fc*>. S=#fc&HJ3*i*::fc 
ifitc < . rand 1 , (h (passwd 1 ) ) Rkey, rand 2 , (h (passwd 
1 ) )RkeyOiI£ft] o T V ^3>JL~ f COfrtf &ft(DJ n°X 7- 

[00683 a— f 2rSSS'Jf4jff?8IDc{i^$n=5r^ 
fc*>. ft^WAmztiX^hAffl^x'?- vyrDV 
3 7a£&Ti, £^»^0fctf>T**jW*&*Vt 
<DT\ a-fWU7- KjWflrfcfftjfcT ^ixSrV^. X. 
A 7 y a-fly « 7 - H t, RkeyT'Bff-fcS fit V> |> <7)T*3S 
H»4a 7 A<ffc/1X7- H S#:Sr«l4 CI fc t4T£ * 

[00 69] #^^\-X7-H7r^/U37b{i. 
A'2 7W«tfiSfift4tOT» 0 . IDcfcBf-fHb 

< s 9 ) . 7?* 5 -, ^^7 r 4 Jinrntfrnmitz 1 1 

tt. A, i/MiZtrf^XV- KteRkeyT'Bt^HLSft 

[0070] £OJtltoMT&*'CVt*Ay j^-ffc^ 

T. -*|6JttA. y i/ A |Wt»2 18«fctWM«IR*2 
3fcJ; oTfi^fl&SQJIS 3 0 1 (4. passwd 1 , passwd 

fc. ZCD$mcr>BBX'te. passwd 1 , passwd 2 OBi^- 
fcOHfflS 3 0 1 1 . RkeyOHrtflW)«iaS 3 0 2 
TUff LT A^RegReq, IDc. passwd 0 . (h (passwd 1 ) .ran 
d 1 )Rkey, (h(passwd 2) ,rand 2)Rkey,Ks+(Rkey)#>£>3: 

L*»U JIH!S30 l£ff-5T7K>(h(passwdl),r 
and 1] Rkey , (h (passwd 2 ) , r and 2 ) Rkey £ if— 7 n" fc*f L 

XTm-rhnmifiw ^^mms3 0 2^^xA- 



20 



£>Ks+ (Rkey) i?-rt£.ttL"C£Btl imifr oZt 

7- h&xwm/ttzixtz&Rimtotiz?'y 

5MW 4 At >y Tfc Srfig*. T v C fc fc&S . 
[ 0 0 7 1 ] CWlSSt^H!tfc:t3V\TttRegReq, I 
Dc, passwd 0, (h (passwd 1 ) ,rand 1 )Rkey, (h (passwd 2) , 
rand 2 ) Rkey, Ks+ (Rkey] *> * 4 ffif f^T SflLT 
( S 5 ) . (h (passwd 1 ) , rand 1 ) Rkey, (h (passwd 
10 2). rand 2 ) Rkey&l>T<s+ (R key ) COWHtVtl #>0) 9SM S 
61. S62tff->T^4* f . ±ia-t^Tc0lP8Sr-« 
LTgff-tS^S{4 : 5:< . ^-fRegReq. IDc, passwd O.Ks 
+(Rkey]£gmU-CKs+(Rkey)<9fg-5Ht ( S6 2 ) 5rff 
V\ -?-0^(h(passwdl),randl)Rkey, (h (passwd 2 ), ra 
nd 2 ] Rkey Srgff LT (h(passwd 1 ) , rand 1 ) Rkey , (h (pas 
swd2).rand2)Rkey<0fi4Ht; (S6 1 ) SrffoJ^KL 
XhX\>\ Z<Difr&X'i>, Bg^-fb$iX^N , A7- V&V 

mtt£titzm.z i %m'i>XTv7k. mitztiK 
vmmiizntzmi*mfcthXTv7 
20 tzmtx^hztiztch. 

[0072] mm^XV- KSrZoflJfflt&*&Ol2 
»5ri£«rH1.4.5,6.7.8*ffl^T, WRth. U 
KtWLTti. 0Hcfc(tl.^5^7yM 5rtOl2IE 
S^l 9 7l*i<0BK«3 0*«i)^L. 04 

(is HiosKjEtna-fiaMrsaftLfctoT**. 

[0073] 04tfc^ta— f{4, IDctAuthReqSrA 

mi 6iz*.jjt&k. ztit>mmmim$ui 9 

lzW.Ztlh. BSEB*ffl51 9K*JV^T^9>f7>'M 5 
(4, a— f<0ID (IDc) tl2IES«AuthReq$:31fIgpi 7 
30 S"^- LTtr-^'2 7 . -t-A'2 7(4. ilfiSS 

[ 0 0 7 4 ] &Wt\ iStxE^B 3 0 |*)(7)CnALLENGE£j£a5 

3 0atfc^T. SLI$ffl?gCHALLENGE^4i)SL^9-f7V 
M5fc«flW-6. ?9-f7yM5(4, CHALLENGE* 
S&t4t, a— ftt. teiStSA , ^7-H<0##n 

(1 or 2) tIOWU7-HJAMl6*^?5 
47^b 1 5^A*t4.. zmistt. JtXV-FZZ 
OfiJfflLs passwd 1 £|£jM1-&tf)T'. n = l fc passwd 1 , p 
40 asswd2 5rA71"f I). 

[ 0 0 7 5 ] &(C, RESPONSE^gB 1 9a(4. Ztl 
& *X 7 - H t n Sr 7C t . A'X 7 - K i: CHALLENGE** (5 O 
a^ffifSt^lSSrSfiL^tO^RESPONSEi: LT^- 
A'2 7^fftl). 1T-A*2 7(4. RESPONSEfcgft-f 

4 fc . SSflt 3 0 |*lCORESP0NSE^Egi5 3 0 btfc V , 
MP^«7-K7T'f A3 7b*>fe. A.yv A -fb$fL 

7- H t K "J tB U RESPONSE tffl#fl;-*-i . flW 
-(CUTtf <o^K3Ia-X7- HSrKrtir *i t T^9-f 
mi5 (jl— f ) SriZIEtS. ISIEJiSmS: ANSWER fc 
50 LT^7^f7yhl5 tSf . WT(C . CHALLENGER 
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&3 0a, RESPONSE£jftgB 1 9a. RESP0NSE|&Ec$ 3 Ob 

[0076] (CHALLENGE^fi£gP3 0 aOpffl) CHALLENGE 
£j£gB3 0a£owc. H5SrfflV^r*fefcB«CttBJ 
CHALLENGERS 3 OaTIi, ^7 va-ft^'XV- 
FKf#«3 8*»^>. *4MB/«7-H7r'f4'3 7b«: 
*4IDcKKa-r&JL— f<0>N-yv'A-ft;S^A-^'7- 
Hh (passwd 1 ) , h (passwd 2 ) £K 9 ffi-f. 

[0077] SUSt±)£gi5 3 9(4. ^challenge 1 . cha 
llenge2££j£i-|> ( S 1 1 ) . challenge 1 lifMJt 

fflV ^ aJMtffi? & 0 , chal lenge 2 (ifift L fclOW 

4 . Bf-f^fcBHSgP 3 5 Jlchal lenge 1 £h( P asswd 1 ) TBI 
-f-fcU (chal lenge 1 )h(passwd 1 )£&1rt&. 
X\ flHWfcRHR»3 5<4challenge2£h(passwd2)T"Bi 
3ft U (challenge 2 ]h(passwd 2 JSHtfr*-*. Sf& 
fc. ZOOBf -f-fbte* £ U f&fc*^ CHALLENGE 3 
(chal l enge 1 ) h (passwd 1 ) , (chal 1 enge 2 ] h (passwd 2 ) 
&??4T>h£*tlXim-ti> (SI 2) . challeng 
el. challenge2£Pi#'fbt,TjMI>Ol4. »tCW7- 
KOfcjMCchal lenge 1 ,chal lenge 2 #f ftScOT 

[0 0 78] {>\vi'3.fc>^ T ?-YW&&3 8V\ vi>' 

Mt>**v-vm^3&<nwfe*mb*m*xvtmz 
mm&. A. y y a ^x7-F«*§gi538tt, ft^m 

/N"XV-h'7r-<;l^3 7bi:, masterkey 3 6 t - ffi-f 
flM»«3 4T«)S$fl*. 
[ 0 0 7 9 3 £•? , tt?ft|»jftffi3 4ti, ^BP<*7 
- H 7 r 4 ;l/ 3 7 btcfc v vr I DcTK80S it* fMMHBW 

*W»tfiWN-* masterkey 3 6 & flJJB LTffl-fft L , R 
keySrffl^-rS. Kfc. a*flSWR»3 4li, 9ttfl|fg 
C7)(h(passwd 1 )]Rkey£Rkeyk:J; OfM^-fbU h(passwd 

$8<0 (h (passwd 2 ) ] Rkey £ RkeytC X 0 fS-*Hb I h (passwd 
2)fctMr*-*. A.yya^ ^X7-KBtf#SB3 8J4. h 
(passwd 1 ) h (passwd 2 ) ^ffi^jT t . 
[00803 (RESPONSE£j£$ 1 9 aOSMffl] RESPONSES 
9acO!Kl^®7$rffl^t:SiW-4. 04fc*JV> 
Ti-fH?7-f7>M 5 ^\ A* $ tltz~mJ ^ 
7- H passwd 1 , passwd 2 fc , SEiM LfcV 7- HO 
#9n ( £ £-Ct4passwd 1 *ti&tlfi? % n=B 1 Bi' 
A?J) 14. Afi»l 6£ffltTRESPQNSE4j£fflJl 9aK 
iSSflS ( S 1 4 . S 1 5 ) . RESPONSE£j£gB 1 9a(C 

-Fpasswd2£A:*Ji:L/t, h(passwd2)£lti:*rf 
[008 1 ] iS^SB2 0 0(i. ■9--A2 7*>fe«8 (S 
13) Lfc CHALLENGED ft- A^Sta^*?- FO» 



2 2 



7- H*«A*.S*lfc«T. H!R« 2 0 0 (4£ £ T'CHALLE 
NGEOZS S Of - ? T'J> h (chal lenge 2 3 h (passwd 2 ) 
Sr SHW4 . * IX , 3i*R Lfc^fcflHHUWRW 2 5 
fcttl/ClMrt-*. aW8ft»2 5li. SftUcCHAL 
LENGEOZS g Of- ? T*> 4 (chal lenge] h (passwd 2 ) 
£h(passwd2)£fflVVCfg*HbU challenge2£tt7Jt 

h. 

1 0 0 8 2 ] ftWC, a^fiSSB 2 2 (4. ftSSnoncefc 
10 Mt4. W#ftRB»S2 3tt. -*|6lttA.yx*B8» 
SP2 l*^tU^$^h(passwd2)$rlSt LTnonceSrfit 
HHHfcU (nonce)h(passwd2)$rai^-rS ( S 1 7 ) . 
X. xor0gftffi2 6J4. passwd 1 . tt*<bNRffi2 5*> 
4>aj*S<lfcchallenge2, aS&l«a5 2 2*»4>iljfl3 
n^nonce(C-OV>T8fftfiWI&SftSri: •)> challenge2ep 
asswdl@nonce£!ii;fr-t& ( S 1 8) . 
[0 0833 ft^X, -*mtt/N7^aR»«2 1«. 
challenge2 1 ■SrATJfc L-T. h(challnge2, 1) 
fcHtfrf-*. chal lenge 2 ^Wffl-fftJUlfttt. 
20 F^2offl'3kVOS*T» "1" {i-eo^^passwdl 
Z&m-t&k^oMMX'b&. ffiklz, Zix^E^CDtH 
TJSrStSU. RESPONSES (chal lenge 2, 1 ),challenge2 
gpasswd 1 @nonce, (nonce] h (passwd 2) $ri±5^1"^'l) ( S 1 
9) . 

[0084 3 RESPONSE (CfcOT (4. passwd 1 (4noncetc 
hallenge2 coftffittffiSSU: ? »T«HS<l«aiSn 
4 Of. nonce t chal lenge 2 L&V iRR 0 t4passwd 
lt4S?at^V^ noncel4RESPGNSEtfcV^Th(pas 
swd2)l:®i: LtfilBf^bS^TtSO, challenge2tC 
30 HALLENGE t tJ V h (passwd 2 ) J; OBf^bSflftSS 

-h-Tv^a. 

[00853 I2IIlCfcVM:>'N , X7-h*$:Zo^lI 

allenge2, l)*lsar*£fc-C, »=«3&»fe(Ba'r* 
^•X7- HffifB*IBE'r*£ t *. a*-Cft*ch 
allenge22rfflV^TV\|>^«>. h(challenge2 , 1)»4® 
E#*^t45y .A^rtS^mt. CHALLENGEtfeV^T 
(4chal lenge 2 @ fr^Bff -fLStlT V Ofchal 1 enge 2 

40 #g^O*>Z.#i^(0*>. X. AX7-F£-ojW*i] 
ffl LT V ^4 co*>Z-5f LT V >6 £ 1 3&«TS 

^<^oTVM,. 

[00863 (RESP0NSE^lIgB3 ObCOpiffl] RESPONSES 

A'2 7«4. ^7-fT>-hl 5*^RESP0NSES-^fI-t4 
(S20) . •f-LT. flJffl/^7-h*gWija540(4. ^ 
7*>-M S^^^mL/iRESPONSEOSIiDO-f-^* 11 
h(challenge2, 1 )X'foZ>Z t 5r5g*^>4 (S2 1 ) . 
( #ll&«4 . Sfif - 9 <7)ffimr- 9 *«h (chal 1 enge 1 , 
50 1). h(challengel , 2), h(challenge2, 1 ). h(chall 
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enge2,2)c93*>T", h(challenge2. 1 ^WR<ORESP0NSEt:tJV^flEfflS<l*chaUengelXttc 

lZ*mM<7fflM£.7F%tl&W)fttf1& : e> ) . hallenge2(4, H— flfcTli&VWC. «R0>RESPONSE 

[0087] hfchallengel. l)(i, lOtfVtX7-K fcJtttl/Cfc. AX<7- H*)fflft$V*<Ofc:»5SLTV* 

SrfflV ASSETS) 0, ^OigiEtfflV^AXV-Ktepa S<0Mi#a>4>&V*. 

sswdl T&&.1 2: £^L, h(challengel . 2)(4, lo [ 0 0 9 3 ] ttz, A— t><s>Oj*fttl> RESPONSES 

K^JflUfciSET'* 0 , **>B8EtcJflVi4A* ^Tpasswdl fc ^challenge 2 (48MlMWI*a#i 

X7-N4passwd2T**6;:i:£jj*'t. h(challenge2 , flTfcO, fLISchallenge2* ? -SOBg#-fb{CfflUf>fl 

1)(4, 2^<7)A-x'7-HS:ffl>-^!2aEt'fc , 3, teiMfc 4fctf>. SBSt £ J: & passwd 1 <T>m!iffim k%l. 

fflV^^XV-HJipasswdlTabSitSr^L. h(chal [0094] Sfefc, RESPONSES tJV iXVyATVYfa 
lenge2,2)(4. 2O0AX7-K£JBVtf;f2iET-S> 10 T'£l£L£Sl&nonce&fflOT passwd 1 hffttfi^ttOW 

0, raSCffl^S A*7- F(4passwd2 T'*S CI £: £^ Jt-jtl^f). f&=#KJ:£ passwd lOlSg&FS 6 

[0088J jflJffl/N , X7-h'ltSiJ^4 0{i. h(challeng SUtnonce(4, passwd 2 ££o*<fflffih (passwd 2 )££«}: 

e2. 1)<0 "challenge2" (Cj:9. ^«7-K^I-?fi| oT&lnttfcSftTjIfiSft&rt:*'), ?54 TVbfrb 

JBLfcBIET*4 Z b &Vmi. " 1 " fc«k Opasswd 1 i-f tc« L-ca»noncefta<tr*IRfc:SPE#K»^ 

[0089] RESPONSE^HgS 3 0 bJBWi £ mWH^M [0095]3&t*fc.£ OSOt«OJBJDKC ti l ^T (4SI 

*fc£».6,ri:(4T*# : $rVWOT\ (EaW-S^XV-KfcRI gfcnonce, passwd 1 , passwd 2 SrfflVVtKIESrlT-o TV^ 
"fiflttB (0<OA\*7-b'£*iJfflLT^I>£>a\ MS passwd 2 caW<flWft (passwd 2 JttSURnonce* 

I<0^X7-H*«aitT^6<0*>) ttJBS&Kttiia 20 fTO#fct*fcttttA*X7-Ffc LT^SfiSO-C. 

Lfco. ttoT. AX7- HW)WfK*tt&1f«*4i WRfc't-A2 7fc*rLTa(tS*t*ffl«»i, SU&no 

SrVVlfcfc&S. nee, passwd 1 <0tP8;ftfc&l>, L£#oT, iMnonc 

[0090] &(C, A<y i/aft/«7-KM3 8 e, passwd 1 , passwd2SrfflO&CtT9l=#tJ:l>)» 

14, iW»U7- F»Wffi4 OWiSIWSJIlta^* - h KfcBKfc Loo. Sfi^iffiffcJb&W fefiTU*. 
(passwd l).h(passwd 2 )£t#& (S22) . ZlX\h [0096] CL<92IM&omfcfc^Tt4lf-A'2 

(passwd l),h(passwd 2 )«r#SOli, AX7-F£20 7(4. ?547>-|- 1 5 #>4> RESPONSE fc LT . h(challe 

LfclSiET'&S tWU7- FiM3!lSS4 0* { I2IS nge2 , 1 ) ,chal lenge 2@passwd 1 ©nonce, (nonce)h(pass 

Ltzfrhx-hh, ?swm3 4(4, A 7 yi wd2)SrSfrt&* { . zti^mm^-r Lt-stcja 

fly«7-HRft»38*>4>aj*S<lfch(passNd2)* ltt*<BKtt$T< , h(challenge2. 1)£:?54 

®t LT (nonce) h (passwd 2 )£&ffi-SHtL, nonce£tiJ 30 7>M 5*»fe5JMltTir-M2 7#gdL, *<7>f£ch 

TTf & ( S 2 3 ) . Vf, xorMliCgP4 1 {4 , CHALLEN al lenge 2 ©passwd 1 ©nonce, (nonce) h (passwd 2 ) £ 7 7 

GE4fKB#t4B!cL^challenge2i:RESP0NSE*^<7)chall 4 7V h 1 5*>£>>£flLT-9--A'2 7* { Sd^S J: 3£ 

enge 2 ©passwd 1 ©nonce t, fg-f ttligScgP3 4 (OtHtlCOn LTi«fcV\ 

once£A7Ji:L, passwd 1 (S 24) . [ 0 0 9 7 ] (^X7-F5!*fa>*R)iai . 3, 9, 1 0, 

[009 1] -^T(6lttA.y vaMIS«4 2(4, xorHSgfc 11,1 2frfHWC, ^«7-HWSeW^rJ6*»K-f 

SS4 l#»&m#§ftfcpasswdl fc.'vyi'a'ffcL* h( P ass i. I<0H«i^Slt:fc(tS^X7-HOH^4s "t- 

wdDfctWrrft. Jt^SB43(4. -^fiAyyai A2 7K«V^««rSiiT^*^IIP«7-H7T-f^ 

»854 2*»feai*$*XJth(passwdl)t. ny^aft/t 3 7a, #&BSa*X7-F7t4 ^3 7 bKf&WSftT 

X7-FKfW»3 8*>^#£h(passwdl )fc£Jt$L, V^A^i/AftSixyjryc^-KSSSiWftifcSrV^ 
-*«ltf> 54 7V M 5 ( jl— Zimifz t L 40 3 . OT, -eo^SriiBfl-ti, . 
T "OK" Sr, -»L4tth.tfBBL*36»->A:t LT "N [0098] a'X7- KOJBWUHl Kfcv^T. 754 

G" S-ANS«ER=0K/NGi: LTiUfrf 5 (S25) . 7^ h 1 5W«7- Kjgff®*SP2 0 tt-A'2 7^0 

[0 0 9 2] icoH*fiO)gSS(:t3(tSigSET14, "t-A' a*X7-HKR»3 1 tcJ: 0^fif$ti, 09(4, mico 

*^iMft$iXl)CHALLENGE(C*^iX^SLScchallenge 1 . AX7- K«H^CW$1-&l»#£^Lfck<OT*J> 

challenge25:fflV^|,C:t(CJ: , 5, l2Hfc:fflV>SAX7 4. 

- F<9fflR£ft5g"*"*fc*>. J: ORESPONSESr^ [0099] a-if*<A^7- K SrM^Sr^M-f SJ® 

B*fiJt«^T*oTt, *=*tta*i:«*BaW& A-1H4A7J8B1 6«r^LT^54 7VM 5(c, 

^*(tT'A*X7- H^0«S•V^<O^^^iSLTV^2,^0*>5r IDcfc /U7- K<0Jg«t*^"f RenewReqSrA^-f* i: , 

$ahZktfX'£%^\ mm. mEMtf?54T>bfr i<Xfe(4A*X7-HSg«tS«l»2 0fciS$ix, $^>(cji 
feaMtS<liWRORESP0NSESSa*Lfci:LTi. 50 fiSBl 7(41f-A'27 tWLTMfTf S. "t-A'2 7C0 
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/•W7-F5g$r8l53 Hi, IDcfcRenewReq£iiftigff2 8 Sftfcpasswd 1 Wgffl&WllSrafDSr i: 0 , challenge l©pa 

^•LT^frt§i:, CHALLENGE4J^§P3 0a{CfcV^TI15 sswd 1 fcftTrtS. 

tlSIt^ST'^fffSCHALLENGE^^L ( S 3 1 ) , [0107] fcWC, V^itM®U2 3ti, -^fattA 

^^TVM 5^Mtt-t'l) (S3 2) . •vi/j.m%L&2 1 *^OJi}^t'^l.h(passwd 1 )Sr®t 

[0 1 00] 01 5£*Hv?:75-f 7/M 5(i, 1ft LT, xorHTO2 6*^tti7J$ixSchal lenge 1 gpassw 

$1 7 £tf L/C CHALLENGE £gfrtl> (S33) fc, a dl fcjpf-f-fbU (challenge 1 ©passwd l]h(passwd)£ 

— fit. ATJ^l 6ZMIX. Z^OA* 7- b' passwd tiifltS. KC, -^fattA 7yil»S2 1 14, A^] 

1 . passwd 2 ; $T L I vt* 7- K passwd 3 £ A^Jt £ SB 1 6 0» $ft£#r I I. vtx 7- K passwd 3 £ a - y 

(S34) . ^ix^3o«A-X7-K{d. AX7-HS ^IbU h(passwd 3 BfrHbBTO2 3 

#ig;R£j£lil52 0aK?6$iX, CHALLENGES:^ LT 30 10 #>^> ft}] Sftfc (challenge 1 ©passwd 1 )h (passwd 1 ) 

(D^x^-vm^titz^xv-m^m^iia^i- t. -n^^^^mm2 i*^tn^$^h( P ass 

h (S36) . ilfflKl 7(id^S*S:1>--A'2 7^lK wd3)i:li, Jg*S$ft(chal lenge 1 ©passwd 1 )h( P asswd 

y—^27imm%2 8ZftlX7y4T>h l),h( P asswd3)i:&l>. 
1 5*^WN*X7-H|EfrS^SrSfI-rSt, a"X7- [0 1 08] SLSt±^2 2(iSLIS:nonceS-4 

F Jg*TgB 3 IKig-t. &Wt\ W«^2 3{i:nonceS:jfl|fflLT 

[0101] AX7-FS#rgB3 1 F*]tf)A 0 X7-Kf!$T (challengel ©passwd 1 ]h(passwd 1 ),h (passwd 3 ) SrBg 

^^iE^3 1a{i, A\X7-b'5g#r^R£?I-!rfb, 12 ^"fbL, ( (challengel ©passwd l)h (passwd l),h(passw 

SEL, C5U43-— f ) Srtff, fit d3))nonce£a}7Jt&. 

W^7-h"passwd3S:ll3lC^$ix5#WN-X7- [0 109] JWC. -:WnttA. y i^|ITO2 1 (4, A 
F7r^;l/37bt^A-^7-H7T-f^3 7atfc^ 20 :*jgn 6*»<c>A^$iX^passwd2 SrAy^Mbl, h(pa 

• Hfrf § . ?H7yM5 (4S#rf£w» * sswd 2 ) £ tilrf & . 2 fc , v§mm$t% 2 3 (4h (passw 

X7-F7T^f;1^37 **m£$h Z\ t X'%n#MZ fil d 2 ) Sr ffl V ^Tnonce £ BfrfHfc L . (nonce] h (passwd 2 ) £ 

AX7-h'jg#rg;R1»S3 la#<IEl-<$r^ 
?^7yhfc¥<lB)TU:*§£{4, ■NGB£?7-f7yb [o 1 1 o] -^[6ittA. y -> A «*i52 Hi. ?g#-fbl» 

1 5K*fLT&f|-f 6. WTtC AX7-Kg#rS«± $StoB2 5 ^challengel SrA^L, h (challenge 1)5: 
j£S2 0a, ^*7-r JBWS*tME»3 laf)g$H*R HJfltS. iiTh (challenge 1 )(4passwdl £gtrf& 
mth . - 1 «ttK-arifiJttA-y j/aM»»2 1 *»taj 

[0 10 2] (^X7-HSERH*4*»2 0a)/«7 7J £tl£h(chal lenge 1 ) fc , >t9ftRI»»2 3*»^ttJ^ 
- Fje*BBR«2 0HBH-i'«7- Sftfctlchal lenge 1 ©passwd 1 )h( P asswd 1 ) .h( P asswd 
U2 OacOttflsfcBIl OfcfflVvOMfflKKWt*. ' 30 3))noncei:, «H^bB«a2 3*»feiU*$*in:(nonce] 

[ 0 1 0 3 ] a-ftt. A^SPl 6$:jitT, ZO<0A h(passwd2) t tWSl/Ctt?- FJEIfSSJ: LTRES 

X7- Kpasswd 1 .passwd 2 , frL iv«7- Kpasswd P0NSE5rttl^)-f & ( S 3 6 ) . 

3£Afl1"S (S34) . £:h.&30?)AX7-K{i, [0111] A*7- KHStS^RESP0NSEOh(challeng 

^A7-VWm#M(M2 0tiznZtl$>. -^tt ' el)tt, 1 #i6<9AX7-F$:K#rt6^fc S:^-r* { , 

Av^aW»»2 Hi, A7J8U 6*^iS$ft^passwd JB=#fc{i-»B<V«X7-HSr58W1-*<0*»i:#a<0 

l^A.y^i-fbL Ah(passwdl)5rtii^-fl), ^XV~ViW^tl^m^\ X. Jgfrf&A 

[0 1 04} aS?at20 0J4, 1h-^2 7*»^!Mt (S •yx A {bA'X7-Hh(passwd3)(inoncetCj: OBf^bS 

33) L^CHALLENGEOrt. 5S#r*J£fc ^Tl.A*X7- H nTfcO, X, nonce th (passwd 2 ) C i Oflf^bSilT 

(cWJCUfcflWRfeailRI-* ( S 3 5 ) . i«*&fc<4, ^*<0T3c±lcKai8*i4. 

paswwd 1 £3S*T*f*fc-*-4fctf>tchal lenge 1 ]h(passwd 40 [0112] (a'X7- FH«r®*»!iEgP 3 la]AX7 

1)*WW*. *LT. aW?Lfcfll«*a-»HIJWiB -K3E9WB3 lt«ffi1-*^^7-HBWII««liE»3 

2 5^UTiiJ^S. paswwd 2 iWgm&fth . la^lMfSHl 1 $rffl^Tl¥WtCf^-TS. ^-A'2 
i§£fcii, SS?Si52 0 0Ji(challenge2)h(passwd2)?: 7«i^7-f TV h*><c. RESPONSE SrSfi-fl> (S37) . 
SmiX&Jl-f&ZtlZZh. 9vATVY\ 5*^a-X7-KS«tS*RESP0NSE^'j1 

[0 1 05] mz. WWW*&25\ts jM^i5200 IIS52 8 Sr^LT . -»«7-H5»r»3 

*^ttl^l§iX7t(challengel)h(passwdl)Sr, -^tt k s A*X7- HgfrS^IESP3 1 aC05l*TA'X7- K 

A V S/jLWfc«2 l*^OJii^-C'ftSh(passwdl)S:ffl IKSiJSS44^ RESPONSEOifeKWT— 9 £M.X * h(cha 

fc LTlSm^-fbL, challengel Z&Jrth. llenge 1 )X'$>& Z. b im&th ( S 3 8 ) „ 

[0106] »CV%T, xorWSCgl52 6(4, <i, Sd'T-^COfk^OT-^ ^(challenge 1 ) , h(ch 
2 5*^^ai^)T"J)Schallengel kA^SSl 7*»^>jK 50 allenge2)£7)'5*)T', h(challengel)(^ofe^t:* 
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(i. jg#rAX7- H^'JSR4 4(i, h(chal lenge 1 ) lz£ 
Opasswd 1 £ jg|frf & <I b Zim-t& . 

[oi 1 3] jmc, m6tmtumx\ A 7 y A ft;u 

7- FEtf#8B3 8 £fi]ffl LTh (passwd 1 ) fch (passwd 2) 
^IROtH-f. «^-lb«g|S3 4te, A-y^*^ 
X7- FK#$3 8*>4>aj*$ft£h(passwd2) SrfflO 
X , ^n°X7— FSSiS^RESPONSECD (nonce) h (passwd 2) 
£i§-f-fbL, nonce^aj*1-|>. $ <o«S-SHbTOg|S3 
4«U nonce&fflvvt, AXV- F^rSSRESPONSEtO 
((chal lenge 1 ©passwd 1 ]h(passwd 1 ),h(passwd3))non 
ceSrtl-^-fbL ( (chal lenge 1 )@passwd 1 ]h(passwd 1 ) ,h 
(passwd3)2rtii^-rS„ 

[oi 1 4 j <x^z\ mim&miw^isMV* 

XV- FK#gfl3 8 *^lti:ft£fl£h (passwd 1 ) SrfflU 
T, (chal lenge l@passwdl)h(passwdl )$rft#-fbL., c 
hal lenge 1 ©passwd 1 Zitijjth,, <X^X\ xor|$gfcgff4 
1 Ji s CHALLENGES- £j£-fl> t # (C±)£ Lfcchal lenge 1 
tW.mWm.U 3 4 A^;'! £ft£chal lenge 1 §passwd 

i z\i)t ummmm^mix, passwd 1 tas* 

-f&. -^|6jttA-yvjLWma54 2{i,I»passwdl £A 
fib L, h( P asswdl)Srai^l>. 
[0 1 1 53 ib«g84 3(i, -^l*HtA>yi/*TO§|54 
2*^Otti^^ai:>'N7>'a^^y- F35tf#g|53 8#> 
<M#£h (passwd 1 ) b Z)mth ( S 3 9 ) . -gC-f tl 
If. ?547*yM5 (i-if) HE^zUULfzbL 
X. A'yva{bA°Xy-KSfrai4 5(Ccfc0s 
7- F 7 r 4 ^ 7at ^aWU7- F7 r -f /L-3 7b 
cr>ft®Zmi 2cr>mz'£g.-th ( S 3 1 0 ) . Jt&SB4 
3<7)te**<-ScU^o^^»{f, ■NGB£iiJ7rt&„ 

[01163 zommtoBBizmzmmzti^xii. 

-9--A'*»/i>jIftSiXl>CHALLENGE^-iS-tiX^j§ljRchallen 
gel, challenge2£fflU5<Ii:KJ:D. gfrfl>AX 
7-VZm%.t ltz#>. m=%lZ± ORESPONSE^^^ 

titz^x-h ott. m^m&mb comm-tt m 
x\ b'wxv- v&mm-t&cDfrzmzbtfX'Z* 

commsEZ&MltzblXh. -eti^ltgOTRESPONSE 

Kfc^Tftffl Ztl Schal 1 enge 1 Xlichal 1 enge 2 12 . H 
-<?)ffi-m&v ^OTS^cORESPONSES-JtK-tl. 

[0 1173 £tz. a-if*^OjMfi-rSRESP0NSEtC*5 
vvtg#r*f^£^-f passwd 1 fcSUCchal lenge 1 OflEfflj 
WKStSW^fc £>fu *>oh (passwd 1 )T'Bf^b$^, $ 
Mz, SLIitnonce-Ch (passwd3) £ h tKBf^HbSftS 
£tf>, S^#£i*passwdl«)BSa , ffl8fc$r*. 9fc 
s Wm.<?» 7 - F T*> £> passwd 3 tfy s -y x a -fb$ 

Spasstf3aJKfttfSlii:&&. Sfcfc, 75-fryF 
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1*1 "Cffeft t >t SURlwnceJi , passwd 2 (C J: 0 $ tl 

Rnonceta»t*|R{CSPS=#t»^*«0*l»±T* 

[0 1183 $^>t. i<OHIt<0JI»BfciS(t*BIET 
2oc7)yN'X7-Fpasswdl i:passwd20ft. Hf^lC 

mfiwz?- mmit-thteibnwmb ixm» 

10 [ 0 1 1 9 ] jfli. ZCOm&COmBlZ&^XiS.. CHALLENG 
E. RESP0NSE5:m)«^S#t»l8* { A-yxa^b, mm 

m^tzm^it. vmmbwtoiz x iXMmnatLX^ 

[0 120] (A V 5/jL-fk;«7-F5E«r»4 5)A V i/ 
a-fbA-xv-FMfrSK4 5C0i*#^Hl 2SrfflV^TPiN8 
fcKiWI.. A. / x J .ftA-xy-Kgffg|54 5ti. ±M 
<D£ o lZtt®U4 31Z £ -oX73 4 7y hi 5 
-if) *IES(cl8iELfc«^t»fWi. Avxa^a- 

20 X7- HSSRSR4 5tt. tfMS3 5 tfl^bUSt 
3 4 t ^fflHy n"X V - H 7 r -f ;P 3 7afc , g|^H/t 
^ T 7-F7r^/>3 7b-C^$ill>. 
[0 1 2 1 ] 4-f . fg-f^bTOgB3 4(i, «a-X7 
-K7r-f/k3 7a (SffM) rt^)IDcTK»(l**l&i- 
f OSMIflHRCtJV^T . ftSMilfittSflT (Rkey)ma 
sterkey5rmasterkey3 6$rfflV>Tfg-§-fbL. Rkey^ttl^ 
t*. «»fl«»«3 5tt, HSr-fSA-yx^b 
y n'X 7 - F h (passwd 3 ) £ Rkey £ ffl V Bff-fb L (h (pass 
wd3))Rkey£aj;frf&. 

30 [0122 3 Ay i/ a fly(X7-FS»r»4 5ti. g»r 
A-X7- HtB»>Nt4 4 K«t 0 . ZWiXV- HSrSEWt 
&36>*»&£t**rSi. w<0HJfe<y)Jg®tCJ3V^A>y 
v-a^A"X7-F5gfr^4 5<i. passwd 1 SrH^rtSC 
fc*I8!(W&. A.y^ i {bA-X7-FHfrSI54 
5tt, ^AX7-F7r-f/U3 7 afcir/^gfly^ 
7- F 7 r 4 ;P3 7 b IzmzmiiZtlX 1^6 (h (passwd 
1 ) 3 RkeyOftfc 0 t*-f^bHft« 3 5 *» SMJ 3 fifc (h 
(passwd3))Rkey£Sfit-l). £Oct 3=3r#ffitJ: 0 . 

F7 r 'f )V3 IzbtttiM^XV- F 7 r 

[0123J iOSat<0JBJBUC*$v^Ttt. 9ttS*fc L 
TRegReqSr, fSUl?5t<i: LTAuthReq£. J|«B*t L 
TRenewReqSr ? 9-f TV hfrfca— f tCWLTaflW* 

iX^RegReq^ AuthReq. RenewReqtO^T i>WMit LX 

-tf fltt A >y v * TO * ffl v ftE-fb L.T ^ * SP^* { * 

r ^tg^^pfrf t i o t tim-ri. £ 1 1 

50 T*&. 
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[oi 24j £<oim<o»mtc*$vvctt, ivirvv 
[0125] i<oiiit<WBJ»t*iv^Tii, 7 

1 5*»£>-9w\'2 7t#tLTh(challengel),((challen 
gel ©passwd 1 )h(passwd 1 ) ,h(passwd3))nonce, (none 
e) h (passwd 2) £§fit&a { , Ztlt>Mm&&TH> 
-mzmmt&mii%< . ^(challenge 1)£? 5 

((challenge 1 ©passwd 1 )h(passwd 1 ),h(passwd3))non 
ce, (nonce)h(passwd2)£?54 7VM 5#>£>iMfll 

[0126] %mcoBm2 . mbnwm 1 tfcwctt, 
mumm. ^7-H<oa», ssRu^ttoj^n 

lfcPlt-TfcS. i<0KB«o««fc:*j»t*BH*ifet:J: 

fl. 5t;iT06;frc9^7-h*££fflt&c:fc#-c# 

[0127] Itf0f2liE^(i, H4 tfcWC. a— f # 

X 7- H-O ( ; I T'lipasswd 1 ) fc -ecO#^n ( passw 
dl&fotfl ) fc U RESP0NSE£fOl 9aOi)fl3£[3l 
3 t^*«k 0 t, RESP0NSE^UgB3 ObWDftSrH 1 4 
iafcB8»i*ifc^»S*l6. >5:fc, RESP 

0NSE4j«gpi 9a s m?wswm®3owmm±m&<7) 

[ 0 1 2 8 3 (@ 1 3 Opffl] SOfe^fli 2 tfctt * RESP 
0NSE£j£g|$l 9a<OiSf^Sr01 3$rfflWClHW-&„ 13 

>«7-H (iiTtipasswdl ) . K^L^W«7- 
h'<7)§^n(S (ICTIipasswdlfclBS***)?. n=B 
1RW) (4> 6*ilt'CHl 3-C*Sit6 

RESP0NSE£j£gBl 9afcB3*l*. 
[ 0 1 2 9 ] {Jet . RESP0NSE£j£g&l 9atfc<,v£, - 
-}jML^/l'^m.U2 1(4. ^XV-Kpasswdl £A 
7Jfc Lh(passwdl)*{lJ*-t&. 3£t, »ffi»2 0 0 
(4, gflLfcCHALLENGEOrt, BKfcJflHim?- V 

cnmmznmLt^mmmh . c<o*&tte 1 

>«7- KJrffl^fcBIE&ff CHALLENGE?)— & 

@C7)T-?TS>I> (chal lenge 1 ]h(passwd 1 ) SrSItR* 
*. ft. A'xv-FS-2offlv^T12iE$rff-5^t«i. 
CHALLENGEtf>|*] , (chal lenge 2 )h(passwd 2 ) SrStR* & 
ifcfcfc*. *LT. MRLfcfll«£a^fcW*»2 5 
fcttLTaWJ**. »f<U»R*2 5tt, ^ffUcCHAL 
LENGE?)— # g (Of- ? T£> & (cha 1 1 enge 1 ] h (passwd 
1)£. h (passwd DTII^kL. challenge 1 ZftlTf 
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[0130] &fcSLft*feJfc«2 2(4, aJknonce*£j& 
**. av^Tfl»fl«R«2 3tt. -*mtt/N-yS/*H 
$352 l*^ttJ7)$ixfch(passwdl)$rfflV^Tnonce$rBf 

■SHfcU (nonce)h(passwdl)5rtb^)-tS. &fc» xorH 

&2 6{4A^5ftJtpasswd i , mwm.U2 5frt>ta 

7J$*lfcchal lenge 1 , nonce£A7Jfc LTflHftWWIW 
£ft& U chal lenge 1 ©passwd 1 @nonce£itj;>j-t6 . 
[0131] an?. -*(ftltt/N^i/aBJ»»2 1*4, 
fS-f ftHl^gP 2 5 ttJ7J 3 nuchal 1 enge 1 fc ■ 1 ■ 
10 £A7JfcbT. h(challngel, 1)£HJ7J*&. h(challn 
gel, DtfcttS "challngel" (4. A'*7- h"£ 1 o 
fflV^igSE-CASitSr^U. h(challngel, l)tfc 
tt* " 1 " (4, &ffl** /«7- Kttpasswd IX&&Z 
fc£^*. 

[0 1 32] fiat, -^SA 7 y i M21A^ 
tti7J$*l7th(challngel. l)fc, xorHifc 2 6 rf>^ titfj 
Sftfcchal lenge 1 ©passwd 1 ©noncefc , V&*$ritfm&2 
3tf>£>fcJ) §il^(nonce)h (passwd 1 ) £jg*§U RESPON 
SE=h (chal lenge 1,1) ,chal lenge 1 ©passwd 1 ©nonce, (n 
20 once] h (passwd l)£iti;fj* 6 0 

[0133] (Hi 4 <r>mm)%%CMM 2 1 fc It & RESP 
ONSE^SESK 3 ObVMff-'ZM 1 4 Srffl^-CB«tK»!W 
h, t-A*27*«?7^7yM 5*>^>RSEP0NSE2rg<i 
t5 fc . RESPONSEtifflfiSp 2 8 LTEI 1 4 
l>RESP0NSE«!ffiEg53ObtiK$il&. fiJfflA'X7 
OJi. SfiT-^RESPONSE^SIr-^ 
h (chal lenge 1 , 1 )TS>£ i fc Srffilg-fS ( HH! 
<i. gfir-^«0«lUcOf f '-^* < h(chal lenge 1. 1), h 
(chal lenge 1 , 2), h(chal lenge2, 1 ) , h(challenge 
30 2,2)<7)o*>X\ h(clial lenge 1, l)f5r-53t^tC* 
mtmtoliZwi&tlhWlW&h) . i(^KEM[W»JBt 
H^XnW^XV-YmmA 0(4, RESP0NSE^5felIr 
-^h (chal lenge 1 , 1 )C0 "challengel" t<tO, ^'X 

7- H & 1 offlufcME-e**; fc SrBUL , " 1 " t 
J: 0 . m-T t A*X7- HUpasswl 1 Tft 6 £ fc «KIS 

[0134] ^a-fb^'X7- 8{4. fljffl 

ID(IDc)t^JUL^h(passwdl)5:K0ttit. ^<n%W> 
40 J^lttfcV^T, h (passwd 1)£ IS 0*^4. fljffl^« 
7- HBttffi4 0*^ ffiffl-fl) A'X7- h'S-passwd 1 X' 
*>&timit:frkX'h&. »n^7-H12« 
4 0 ffiffl-f S A'* 7- K5r passwd 2 fc Btt Ufc** 
t(4, A-y ^aflyW7-KIMHI53 8J4h(passwd2) 

t\->i/M\,> n'X 7 - H ffit#g|5 3 8 *» & US?) $ flfch (pass 
wd 1 ) $-fflV^TRESP0NSE(7)(nonce)h(passwd 1 ) Srfg-^-fb 
L. nonceSrtti^-f"l). 

[ 0 1 3 5 ] xorM|&g|54 nonce fc RESPONSE 

50 #>£<7)cha 11 enge 1 ©passwd lgnonce, CHALLENGE<04fi!t 
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B#£^L7tchaller«el£A:*Jt U passwd 1 £ttj;Jj 
tS. -^ttA.yS/ A R|R«4 2tt. xorMjgtg|54 1 

tiff 4 3ii. -*|*lttA'yi/aW»fB4 2*><i>«0lMJ»i 
St , A 7 yaftA'X7- KJM#»3 8*>fcfofch(pass 

wd i ) k ztrntz . wtaMfctfitf . ?5^ryh 

15 (XfcU— f) *ESfcSSELfci:LTBOM£. 
Sf*#-R L&v ^liJESTtifcl ^ LTBNGB* AN 
SWER=OK/NGt fCai^S. 
[0 13 6] i<0Hifc<0}BBft:t{tt4B»i, SMJU: 
2 r><r>t iX 7- F . i-if L fc v vfhtp~U 

iTfc t -5 T ? IfflttjWBf v \ 4 , AX V - F 2 offl V > 
fcBIETtfMESPONSEfc. F£ 1 OfflV^BHf 

(7)RESP0NSEi, RtlWHIfc^ifcrt; 83f PRESTON 
SEOflHMt*¥»a>9 LT, fgfiEC($ffl-f 6AX7- F 

<o&£««3ti>c: t m±x-t z> . it, /«7-Fi 

2 ojfl t ^12fiEO*g£-C t , > <X 7 - F £ 1 offlv 

pi was-cH aft s i t #t # *> tzmm-h h . 

[0 137] itc. mEWfirtZV-VVim&ftM 
£(C(4, ^T^M 5*>4>-9--A2 7(C*tUtiSfi 

F £ 1 offlt ^fgS t ^«7- F £ 2 offlUfcigfiE t £ 

S^ixSittJ: 9»=#H;A*X7-F£v><offlvtf: 

[0138] |Q|^EW3 . HSfiO^® 3"C«. HMO 
$®1 fc&OTSI§L£2o<0A\X7-F<9rt, Z%t> 

^7-H^ft^M5st. 3ess^JS3T'ii, a 

HLfcpasswdl , passwd 20F*!, passwd 1 5r^iT^"Cp 
asswd 2 £&fUt*S"o-£, passwd2 SrfrU v-?X7- Fp 
asswd 3 tC5eWt4*Sfc:-3V^T8lBtt6 . 

[0 1 3 9] ®9(Ci3Vvt, f(4, F 1 

5(£, g;tT^|>A*7-F (^iTIis passwdl ) 
t, #TUv\"X7-Fpasswd3, AX7- FfcS&Lfc 
£i:*7frt0*A;W*. iOHitcOJBEKfeit-SA-^ 
7-F05gfr(4, 5K*5(t2.AX7-F 
lg8Tg*£fix:g?2 0afc, tf-A'2 7^*5(tl.A-X7- 
F5SWB««aE»3 1 atei-vOrfcflS. 

[ 0 1 4 0 3 A*7- KSGffiS$£j£8 2 0aco$)ft£ 

01 sc. ^<x7-HjswB*«aE»3 iz?>mmm 

Srfc, AX7-FS*rB#£l£IS2 0afc 

bntx-hh. 

[0141] (A*7- KSKB$£j£tf 2 0 aOiJtt 
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dais) )mmmmfcmh*xv-vwgmiss. 

sswdl, #rUv\*X7-F (K$fAX7-F) passwd 
3,0. teAfigfll 6 Srtf-ITH 1 5T*SfU>A.*7 
-KJER»*4jR«2 0aCa8<i6. 
R*£j«»2 0aT'li, -#flttA^*ra&«2 Hi 
a— f*^A*$<iJtpasswd 1 SrA^Jfc Uh(passwd 1 ) 

10 [ 0 1 4 2 ] § SD?g|52 0 014, SftLfcCHALLE 
NGE<0«f*^, A^)$tlfcAX7- FtCttJSLfcflWRfc 
a«IW4. ;<0*^ttt. passwd l3!(«A***Utfc«>. 
CHALLENGEiO (chal 1 enge 1 ) h (passwd 1 ) S-jMlR-f 6 . 

A73$ flit AX 7— F tfpasswd 2 OtS&Kli , (cha 
1 1 enge 2 ] h (passwd 2 ) i)<MW. ^ixSdtt^S.fL 
T, »R»2 0 0tt. «?LfcflM8*a#fl:IWR«2 5 
£*fl-Cai#t*. <Rt, a#ftH»»2 5l4, CHALLE 
NGEc7)(chal lenge 1 )h (passwd 1 ) [6]14/vy A p 
StSP2 1 *^tt}^ StL/ih( P asswd 1 ) iliTSft 

20 U chal lenge 1 Sraj^tS. 

[0143] <XV^T% xor|$$S52 6(4. fl^MBm 
2 5*»4>aj^jSfUtchallenge It, a-iffcJ: OA^J 
StLJtpasswd 1 Ottffifflltflffl* t 0 . chal lenge 1 6pa 
sswdl$r|±i^-tS„ 

[0144] *mim%M2 3(4, -*|<dtt/N-y s^aW 
1 *»feffl*S<Xfch(pas8wd 1 )*WfflLrxorBW 
^2 6 *^f±i^$fL/t chal lenge lepasswdl SrBf^ffc 
L, (chal lenge8passwdl]h (passwd DSTtiJ^tS. <K 
-*mttA V ^ A B»fflJ2 1(4, a— mjrOAfl 
30 $nJt»rL> ( v\-X7-Fpasswd3£A.yvjL-fktTh(pa 
ssswd3)£ffi^-tl). -*l<>lttAv5/aWft*2 1*»fe 
aj^$fl^h(passwd3)(4, « ^bBQRffi 2 3 ffi* 
$fl7t(challenge@passwd 1 )h (passwd 1 ) b'M&%tl. 
(chal lenge@passwd 1 ]h(passwd 1 ),h(passwd3) b t£ 

[0145] awr, a^fi!cg|52 2(4, SL^nonceSr 

»^fa8Rffl5 2 3(inonceS-fJfflLT(challeng 
e^passwd 1] h (passwd 1 ) , h ( passwd 3 ) & Bf-SHt U ( (ch 
allenge^passwd 1 ]h(passwd 1 ),h(passwd3)]nonce$rHi 

40 ^ts. m\wm.U23\t. -m&^-visx 

m$L&2 1 *»feaj^Silfch (passwd 1 ) *fflV^nonce«r 
Bff-fbL. (nonce]h(passNdl)*aS*t&. 
[0 1 46 3 JXC. -*MttA.yi/AW»»2 1(4, ffi 
*HWm&2 5*^tti^$iUtchallengel t, a— f 
C4 OA^l SiXfc 0 t *>^> , h (chal lenge 1 . 0)Srtb!71 

■th. mm, -*i&ittA.yyAM»»2 i*»taj*s 

futh (chal lenge 1 , 0)t , Bg#flJHKW2 3*>feffl* 
$fL^:((chal lenge 1 ©passwd 1 ]h(passwd 1 ) ,h(passwd 
3))noncei, «^bBQRS 2 3*»feffi*S*lfc (nonce) 
50 h(passwdl)tSrji^L, W- FH^rS^t LTRES 
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P0NSE££B7J-f4. 

[0147] zcommcoBmiz&^xiz. 

ftSftfcCmLENGEfc^&flfcgU&chal lenge 1 
h(challengel,0)i: LfiMfi^Wt', iW"U7- 
h'£3l;iT04«a>£7-AK»^-t>:TU4. Lfctfo 
T. fB=##RESPONSE£BH»l,fcfc LTt, Sl&fc L*> 
BUT* 1\ <k-?T t'WU 7- K ISRti^tt 
4Clfc* { T"#:5rt\ TJjlJtA'xy-Fpasswdl 
fcjg#rf£«A-X7-Kpasswd3(4, ^5-(7yht« 
S^JtSLftnoncetC J: oT*"WkSn4fc«>. S&E*(4p 
asswdl. passwd30j$^# { HlT'$>4„ If- A' 
fcfc I >TI4 , SftJ&chal ! enge 1 =g U < (4chal 1 enge 2 

hhZ ttfWmX'% 4fcfct>(£, F *»K 

[0 148] (A'A7- F£ffi£$ftiiE« 3 1 a ( 0 1 

6 ) mmmm^zmi^xv-Y'mmwm.u 

X. t-A'27*<?5-<7yM 5 2 8 £rt 
LT^^7-HSSRB**a©t4k. 016OAX7 
- FJ£9rS*MtEf(3 1 aOJBRA'*?- 4 
Sftr-^RESPONSEW$tSlc07 r -^lr£T, h(chal 
lengel,0)T*4;fcSrWB-r* (BBttt, Sftr- 
^cDf^DOT— ?# { h (challenge 1 , 0) , h(challenge 
2. 0)tf>3*>T, h(chal lenge 1 , 0 )(;:&-? 

53>JSB4 4(4. h(chal lenge 1 , 0)0 "challengel" tCj; 
■JSMEfcHTH* A*7- Ftfpasswd 1 T*fc4.I fc £12 
IL< "0" iZi. "9 1> 0 — ?cDA"X7-Kpasswd2£gE 
ttW»LTwSrv» (Sfifc*) £fc£!8i$-f4. 
[0 1 4 93 A.yj^fcA*7-KIXftSff3 8tt, 5gjft 

A-xv- vmw4 wmsmmzx o , 06ic*L* 
cotmmco^mizx*)^— toid (idc) e#fjw-*h(p 

asswdDiKvffit. JWC. «*»»34ttA,r5' 
i^«7- FJMHK3 8 |C J: oTBXO ttJ L£h (passwd 

1 ) £fflWC , A*X7- h'lgfrS^RESPONSEO (nonce) h 
(passwd 1 ) fcfiWfc L . nonce£#4 . 

[0 1 503 JMC, «#flJ5»SI53 4(4, nonce£ffl^ 
T , Hjgfjg*RESP0NSE<7)( [chal lenge 1 ©pass 

wd 1 ) h (passwd 1 ) , h (passwd 3 ) )nonce£ fS^-ffc b ( (chal 
1 enge 1 ) ©passwd 1 ) h (passwd 1 ) , h (passwd 3 ) 2r tOilTt' 

FKftSS3 8(C«fc oXlO ft Itzb (passwd 1 ) fcffll vc 
(chal lenge 1 ©passwd 1 )h(passwd 1 ) SrfS^-(tL. chal 1 
enge 1 ©passwd 1 £ £J)-f 4 . 
[01513 »fcxorRfflt»4 1(4. CHALLENGE 
4 fc £ (C4i)i£ Lfcchal 1 enge 1 fc , chal 1 enge 1 ©passwd 

inmmmmmzt*). passwd l^mar*. <xv> 

T\ -^|6]tt^-yxiTO^4 2(4. xorHR&4 1*> 
^m^l SiXJtpasswd 1 7 j^a-ftL . h(passwd 1 ) £ 
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[0 1521 Kfc, Jt«gi54 3(4. -*rtttA 7 >-aW 
2*»fc*>Ui2jlS!ifc , A. y y a ^U7- FJBMf 

tf-&ttitt* 9547**15 (X(4i— f) S-iES 
C&SEl-fcfc LT, A-y v*-fbA^7-HJg«rSi54 5*< 
~?X 7 - F 7 7 4 3 7 a fc |^l/«7- F 7 r 

>f/u3 7b*>rt«*ww4. » u«r»-mar. 

it«»4 3liNG£atfrt4. 

10 [0 1 533 A»i/aft/«7-H!!IW4 5(4, it« 
SS4 3tJ:oT^5-f TVM 5 (X(4i— f ) S-IES 
KBELfcJt&fcSMW-*. SE8r*?£(4, &MAX7- 
F 7 r 4 /I- 3 7 a J; Hp « 7 - H 7 r >f / U 3 7 
MCfc (t 4 (h (passwd 2 ) ) Rkey i (h (passwd 3 ) ) RkeyfcS 
St 4 . S3S L fc»fc&»P « 7- F 7 r -Ol/ 3 7 a£ 
^7^7yb 1 5 (ma.~ 9 1 ) {iiflS^T 
y^7- H*»BRSftr ^4 1 i: *vmt& . 
[0 1 54 3 passwd2 iSr^x.'rv^T, passwd 1 SrSh.^ 
^(4, 01 5tfc(t4passwdl $rpasswd2(C, challe 

20 ngel Srchallenge2d^^t, ffi^$:h(challenge2, 
0 ) , ( (chal lenge 2 ©passwd 2 ) h(passwd 2 ) , h (passwd 
3))nonce, (nonce) h (passwd 2 ) tt 4 . WK, 016 
(CfcCiTpasswd 1 $-passwd2(C, challengel Srchallen 

&2izmz®ix, mmmin?. 

^•f>(f, passwd 1 £ passwd 3 (w^frLfcf&T', passwd 2 

[01551 mmcrmm4 . %M<mm 1 tcfev^t . -t 

~A'2 7*<^5>fT>'hl5 (X(4a— f) SrI2KUc 
J£S£ANSWER=0K/NGfcjgl,T^4a ? , ^0«k^^%&(C 
30 (4, SR=#*«^ y47>b (C» LTANSWER=0KO<i^£ 
iSflU, -5-«0fC^tLT^7'fryN*^fi1-41P8£ 
SSH##iS*tb-f dt* i T'#4tv^f^S*^4. ^co 
UltiOJBlBKtJ V ttBOKHOftb 0 (C^- a* 2 7 (4 , 
ANSWER=h (chal lenge 2 .nonce) il&t. 
[0 156] 9v47VYl 5(4"7 V -A2 7*>^ANSWER 
=h (chal lenge 2 , nonce) Srgf|-t4 fc , CHALLENGER (3% 
i^chal 1 enge 2 fc RESPONSE^jfcBSK&ff t^nonce $r-^T 
|6lttA.y5/aRBR»2 1tA*L. A 7 XAfh1-4. ~ 
n -y a UTO 2 1 (C J; 4 a 7 x Mt<r> ttJTJ fc AN 
40 SWERfcSrJtKtT, M^ { -Scttl(f^7-^ryM 5 
(Xl±3.-m (4-7--A-2 7CBESn3tfc WBrt4. 

* t (4 , IE L V * (chal 1 enge 2 . nonce) * 4y£T'£ 4 
W(4A 7 is jifcZtlt: A'X7- h' Sr^fRfT'^ 4^-a'2 
ltzWX'hZ>frt>X'foh. challenge2 t..noncet>^>7 
h 7 - ? ± 5r IejS $ tl 4 fc # (4Bff-^b S tlX ^ 4 <0T. 
^Z#*<^^l^>^7)ttf8Sr^a4v:fc(4t-#^:V^. 8!oT, 
h(chal lenge2 , nonce) Z£Mt& Z fc 14T*$:V\ . 
[0 157] ;cOH)5fi<0©ffi(CfcV^T(4, ANSWER £ffl^ 
. t&imfrk. ANSWER* i; ES : 5r-7--A-2 7A^Oji^Ft' 
50 »4*»S*»fcBMTS6. ft, Wt^«©2t=t5V^T 
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tRLfcchal lenge 1 i; noncetf) A ■;/ xj.<iANSWER=h(chall 
engel .nonce) £jg-tt{£ fotWktfftblXb. 

[0158] mfccomms . $snw>»JB5Tt±, njfew 

»IB1 .2. 3K*J^T, 4MPW7-l<7;Mrt'3 7a 

T> h 1 5 Srrt-LT^XV- h'^Sli • tiMiJGK 
*'ft\.K t-A'2 7#BPffilcS® • B»rLfc^^7 
-F7T-f/U3 7a«:&HJW:fc-f*. 
[0159] a— «f A (XI^5^7yM5) <D«iM 

r - 7 £ km ut v * * s eaf - * # > * 

77- Hwa«B*iav^4!S»rS*Tfcofct4h6»« 
t , »U7- K 7 r 4 iW3 7a^b^S:i-f r A<0 

[016 0 ] mt<0»»5T»i, fSUfc^K 1 . 2 , 3fc 
fcWC> &ll^7-K7T4/l/3 7a<7)&llc07'f 5 

t«B/««7- H 7 t 4 ;P 3 7 atfflA-f 4 £ i: J: 
ih-tS. A*«ttt. &S|A'77-K7 7-^3 73 

[0161] ^Oia^^rffilC.tO. »U7-H7 

[0162] mmcomme . zmmmvte, mmn 
mm i izokttiviuijmiz&wxz t&ixv- fwj 

[0 1 633 04cOCHALLENGE^)Sa5t*3V^T . £ti7j£C 
HALLENGE=(chal 1 enge 2 )h (passwd 1 ) , (chal lenge 1 )h 
(passwd2) bttt <fc 0 IZ?& . 04c7)RESPONSE^g|5(C 
ti^Xii. Z (^CHALLENGE £ fS^HL L . RESPONSE S-RESPO 
NSE=h(chal lenge2 , 1 ) ,chal lenge 2 ©passwd 1 ©nonce, 
(nonce] h (passwd 2 ) t * 4 i d fcSWf * . J*IHM>¥IH 

musto^iiifcisitTfts. 

[0164] ZnmzttZ.b"C. 7i#~h(passwd2) 
av^lipasswd2**PaLfci: LT 4>. $*#l£B&pass 
wd 1 j&Oteh (passwd 1 ) &%\&Z b JiT"# =SrV>. 
£> . h (passwd 2 ) £SpJJH LT (nonce)h (passwd 2 ) SrfS^ 
•ffcU nonce£t#T, dCDnoncet'RESPONSE^Zg g<0ffi 
?gchal lenge 2 ©passwd 1 ©nonceCDSffWiiaifnS: b Och 
all enge 2 ©passwd 1 -fh. 

[0165] L*»U passwd 1 £*nS7i#>fcJ±chal leng 
e 2 ife^#(±. CHALLENGE= (chal leng 

e 2 ]h (passwd 1 ), [challenge 1 )h (passwd 2) tfcfrt 4 
(chal lenge 2 ) h(passwd 1 ) b . RESPONSEtCfcJt&chal le 



3 6 



nge2@passwdlcO_Otf>tP8A 1 'o, passwd 1 fc chal leng 

e2Ott*£;btffc£»ZO0^fc:3Ttt**J: Sfc 

[0166] Z\<rmm<7)jm<?>£ 0 KCHALLENGES-fltfifc 

btfTtl. 
[0 167] 

mi. mcogpfuza^xiz. mi mm 
&mz}5^x'mitz%>$x'i>. m2mmmza^x 
io <k!$.ztitzmimiz±'>xmfcztiwx i 7- f*< 

&BB8n.6 »T, »3 *tt4»BS fifcflWR*' ^«7- 

X'it. A7J Lfc'W7- h'*«m 1 JOaSgSKjEflteStB 

[ 0 1 6 8 ] *2 , » 1 OOJMBKfeV^TIi. £2*&a 

WHW5V^1YL*»taSW« £ fc izX ot, /«7- H 
S: ^ < nfcigSE i fir 3 <0*»* ® 1 JOagBfcft L T 

[0169] i3«:fcv^i±, ±e» lsefi^f- 

[0170] »4«««fc*JVit«4, ±IEm2iSfiXr 
•/7(i, ±8aX^S*ifcA^«7- H<0»t=*»36»^fe 

- H «r ^< offlv ^IgSESrffo X ^h<F>fr*\mth Z 

[0 1 7 1 ] »5. »1 lOWUtfcWCIi. »2JBffl 
JSItCJi, A*3*Ut* 1 ^"7.7- HaVW 2 A-77- 

m^zv-vtixmmi, »2/w7-Ki*wi»i 

K^aCiSfi L v 2 7- H ^<OiSfi1B ¥8 

^-Y^m^hzb^zxmm.tmmbtch. 

40 [0172] »6cO«i!Bt=*JV^Ttt, ±!e?J52#WIg® 

[0 173 1JB7. SSI 20ft!!l!fc£VvCtt, m2««I 
50 to. ff3*(i£^'U7-Htf)GK£h&a*Hntf 
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[0 1 74] »805MHfc:*JvvcJi. umimSSM. 

fcJOW4£ L£A*oT, fflflHKcfcoT 

[0 175] 
[0S^fS#=5:ilBJ] 

[01] -I W^Bflo^SficT)^ lfc*J»t* ? TV 

[02] z amwwHBB i tea tt * » a— f ^ 
[03 ] £o»Haxitt>xwi izam. a-ir w 

a°*<7- F*?9»fcWflW-& 7 r -f /l^SWC* 5 . 
[04] £ tf)f&BJJ<0!Ufc<7>»JB 1 Kfctt & . 7 5 *f T 

*. 

[05 ] 04 £tJttS1f-><2 7?)CHALLENGE£j£gP 
•3OaSr^-t0T'*l>. 

[06 3 05fcfctf.&A.y v-a^n-XV-HK#SP3 
8£jjr$-0T**3>. 

[07] 04fc*Sl*6?5>f TVM 5ORESP0NSE4 

[08 ] 04 fc*$W&-9w?2 7cORESP0NSE^|iEa53 
Ob£jjrf0T'&l>. 

[09] i <0»«flWS0tO»IB 1 fcti »t & ? 5 4 7 * 
h 1 5 tfrLfca-f<W«7- K<05«Wi6**-rei 
X'hh. 

[010] 09tfc{t&^7^ T>h 1 
VWRWX&Jm 2 0 a &^-T0T'^ h . 
[011] 09{Cfc(t*-7--A*2 7OKX7-KSSi 
S^^iEai 3 1 a £ Tjrf S . 
[012] 01 HC^t&A.y^aftA'xy-Klgit 

[013] ?m(mm2tzmi>m4<t>0)?y>tTy 



38 



h 1 5ORESP0NSE£j£g|51 9a$r^-r0TJ>?,„ 
[014] jBtO»iB2fc*{{t*H4+<0^9'fr>' 
h 1 5ORESP0NSE^IEffl3 Ob£*rt0T'£>6. 
[015] J«t^J»3fc*Jlt*H9rtfc*$*l*'t 

XV- K5g*i®#&j£SIS2 OaSr^1-0"C*&. 
[016] |HtW»JB3K:*i»t*H9rt(C*Sil*^ 

X7-h*5?|lT®*1»53 laSrSrTHT**. 
[017] ftJfctf):? TV h -t-/lWU7- 

io [018] t»e3fco?54 ryh— r-><ffl(7iW7- 
[0i9] caw* ijffl#«ii27f se* m- mx-h s . 

[«F#W|»BJ] 

1 ?74 7Vh (PAP) . 2 "0w< (PAP) . 3 /< 
X7-h'7r^;KPAP) „ 4 /UV-^T'f/l'i 
*«(PAP). 5 flWt». 6 ttRS. 7 7 54 7 
yh (CHAP) . 8 -^fitt^XiTOSiUCHAPL 9 
?-A* (CHAP) . 10 1 U«7-K 

77-f/l' (CHAP) . 1 2^«7-H7r-f;H«Ra(CHA 
20 P), 1 3-*l*]tt/N«yi/alfflR« (CHAP) . 14ltltt» 
(CHAP) , 15 ?547yk 16 ATJgP, 17 
IflS. 18 >W7-K»IHE*«. 19 12Ug* 
SB, 19a RESP0NSE±|£g|5.. 2 0 ^7-KSWS 

20a/W>7-HKR5!*±J«*. 2 1 
ttA-yS^WJHW, 2 2 2 3 W^ffcBB 

ft*. 2 4 ^BH«f-«^IJSK». 2 5 flHHt 
HML'2 6 xorPgjRS. 2 7 If- a*, 2 8 »<1 
SB, 2 9 3 0 imU. 3 0a C 

HALLENGE4fKSB, 3 0b RESP0NSE$SESB N 3WU7- 
30 KKW». 3 1«u«7-H58WS««ttI«» 32 ^ 
KttBffi. 3 3 ftBMK? • WMttilft 

s. 3 4 mmvmu. 35 bs^hmsl 3 6 

masterkey. 3 7 A-y HfStta, 3 7a 
»U7- H 7 r 4 ;k 3 7b^^A"X7- H 7 r 
-f;k 3 8 A.y^A-ffc/N-X7-HWi#gf, 3 9 a?S 
4 0 Wfl/tXV-FIWW, 4 1 xorMSc 
4 2 -J|ftHt/N«y^aW»*. 4 3. JtH^, 4 
4 S«fA-X7-K^'JSP. 4 5 Ay^afW- 
200 M1R3. 
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[03] 

cM 













Tandl.j h(pas9wdl) ) Rltey. rand2. | h(passwd2) ] Rkey 


/ 


37a 










IDcrandl, | h(passwdl) ] Rkey, rand 2, | h(paaawd2) j Rkey, [Rkeyl m aster kej 


f3 7b 











[04] 



10c 



Auth Rcq 



1 6 f±SL rl^. 



A 7 



passwd l,passwd2 



oa«r 



RESPONSE 



SKIS* 



1 Dc.AutUReq 



CHALLENGE 



RESPONSE 



ANSWER 



• 30a 



CHALLENGED® 



30b 



RESPONSEttAEW 
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[05] 



[08] 



"3 0 a 



h(passwd2> 



h(passwdl) 



S 1 1 



JCP.Ji 

• 3 9! 

1 1 8L&£fe^W 1 I 



l :■ : j 



challenge 1 



35 



T 

[cballecige2|h(passwd2} 

[challengellh(passwdl) 



challeoge2 



Ns 1 2 



-S 1 2 

|challen«el|Mpa$3wdl)JcbaUenge2]h<pas3wd2)-CHALLENGE 



hjchaUeng c2.1) 
S2 0 y 



> lffJB'<*7-KBW«l r4 0 



; |m 7 v/julb^*?- KiRWtttl ^ 3 8 



|Donce}h(pas»wd2) 



h(paj3wd2) 



cb 

challenge2@paiswd 



S2 0^ 



S2 3\T"J 

aUengc2 «»- ---[• -■ 

— 



52 4 ^: 1 xor»k« I : 

b(passwdl) I 
4 3 j T JtK» 



K(paj»wdl ) 



Answer-OK/NG 



OK 

-&L**^*:fc& NG 



[06] 



^38 



IDc.randl. ( h(passwdl) ) Rkey, rand 2, { b(passwdZ) j Rkcy. |Rkcy] master key 



Rkey 



i h(passwd2) | 



ni 



( Rkey| masterkey | masterkey ^ ^ ^ 



j h(paajwdl) )Rkey 



r 



f h(passwd2) 



f b(passwdl) 
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[073 



passwd2 
S 1 4 



S L 5 
1 \ 



passwdl 
S 1 4 



f 



S13 



-19 a 



CHALLBNGB»|chal1ensel]hip B »~dl). |chall«age2|h(pa^wd3) 

r»fev 2oo r su 

\ {cha11enge2]h{passwd2) ! 



~* ,21 



S I 7 



h(pa»swd2) 




challenge2 



,22 



>23 



[nonceth(pasawd2) 



| | *or« i f 2 6 



2 1 



cbailengc2@fpasswd 1 ©nonce | 

+ h(chal)enge2.1) 
<> 1 



/S 1 9 



RESPONSE* hfchal l«nge2 , 1 ), challenge® pass wdl@oooce. 
(ncmcc)h{ps*»wd2) 



[HI 2] 



h(paaswd3) 



/45 



,3 7b 



IDc.randl, | h(passwdl) ] Rkey. 

rand2. | b(passwd2) | Rkcy. IRkcyl maatcrkey 



,3 6 



| Rkey) masterkey Imasterkey] 
Rkey | 



[ b(pawwd3) ] Rkey 



randl. ( h(passwd3) ) Rkey.rand2. | h(paaawd2) | Rkey 



,3 7b 



IDc.randl. | h(passwd3) ) Rkey,rand2. | h{passwd2) | Rkey 
, |Rkey)mastcrkey 



JDc 



Rcnc wRcq 



passwdl, passwdZ 
,paiiswd3 



6 flSL rlL 







[09] 
1 7 



I Dc, ReocwReq 



CHALLENGE 



2 8 y-3J- 



,10a. 



CHALLENGE4ij£ffi 



S32 



^S3 1 



. 3 I a 



/<* 7- K3E^f 

z — 
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[010] 



mi i] 



passwd I 

S34 



passwd 3 

—J 

S34 



f 



S3 3 



<2 0 a 



CHALLENCE-|ch»Jlengcl)h(pj»»w<JU. |ehaUcn»e?|Mposswd2) 



± 



~1 ^2 r 



ayS k 2 o o r 

j [chaHciiKcl |h(passwcll ) ; 



S3 5 



htpasswdl) if /2 5 



:hallengc1 



2 1 



Jut , ~, 



y r challenge I^O pawswd 1 
lig^1l:lWg[iil r2 3 

Ichallenjrl S pos** H I IMpaaaw d I) 
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